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EXECUTIVE SUMMARY
Cloud technologies are being increasingly adopted by organizations, regardless of their size, location 
or industry. When it comes to business-critical applications1, typically known as enterprise resource 
planning (ERP) applications, it is no different. Most organizations are migrating business-critical 
applications to a hybrid architecture of ERP applications. To assist in this process, the Top 20 Critical 
Controls for Cloud ERP Customers document assesses and prioritizes the most critical controls 
organizations need to consider when transitioning their business-critical applications to cloud 
environments.

INTRODUCTION

IT Application Controls

According to Wikipedia:2 “IT application or program controls are fully automated (i.e., performed 
automatically by the systems) designed to ensure the complete and accurate processing of data, from 
input through output. These controls vary based on the business purpose of the specific application. 
These controls may also help ensure the privacy and security of data transmitted between applications. 
Categories of information technology (IT) application controls may include:

• Completeness checks — controls that ensure all records were processed from initiation to 
completion

• Validity checks — controls that ensure only valid data is input or processed
• Identification — controls that ensure all users are uniquely and irrefutably identified
• Authentication — controls that ensure only approved business users have access to the 

application system
• Authorization — controls that ensure user rights to functions and data is authorized
• Input controls — controls that ensure data integrity fed from upstream sources into the 

application system
• Forensic controls — controls that ensure data and systems can produce forensic evidence in 

the event of an incident

While there are various ERP cloud service models such as Infrastructure as a Service (IaaS), Platform as 
a Service (PaaS) and Software as a Service (SaaS)—each with different security/service-level agreements 
and lines of responsibility—each organization is required to protect its own data, users and Intellectual 
Property (IP). As such, organizations that are either considering an ERP cloud migration or already have 
workloads in the cloud can use these guidelines of controls to bolster or build a strong foundational ERP 
security program. The controls cover a broad spectrum of security concerns which should be carefully 
reviewed and integrated into the organization’s security strategy.

1 As defined by Gartner in the 2017 Hype Cycle for Application Security
2 https://en.wikipedia.org/wiki/Information_technology_controls

https://www.gartner.com/doc/3772095/hype-cycle-application-security-
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Control Domains

This document provides 20 controls, grouped into domains for ease of consumption, that align with the 
existing CSA Cloud Control Matrix (CCM)3 structure of controls and domains. The document focuses on 
the following domains:

• Cloud ERP Users: Thousands of different users with very different access requirements and 
authorizations extensively use cloud ERP applications. This domain provides controls aimed to 
protect users and access to the cloud ERP.

• Cloud ERP Application: An attribute associated with cloud ERP applications is the complexity 
of the technology and functionality provided to users. This domain provides controls that are 
aimed to protect the application itself.

• Integrations: Cloud ERP applications are not isolated systems but instead tend to be extensively 
integrated and connected to other applications and data sources. This domain focuses on 
securing the integrations of cloud ERP applications.

• Cloud ERP Data: Cloud ERP applications store highly sensitive and regulated data. This domain 
focuses on critical controls to protect access to this data. 

• Business Processes: Cloud ERP applications support some of the most complex and critical 
business processes for organizations. This domain provides controls that mitigate risks to these 
processes.

Controls and Responsibility Model

The building blocks of this document are the individual 20 controls, identified and documented as the 
most critical issues faced by cloud ERP customers. Each control provides the following sections: 

• Domain: The domain assigned to the control
• Control identification (ID): Unique name for the control
• Control Description: A description of the control and how it should be addressed
• Control Objectives: A description of what the control seeks to achieve
• Threats and Risks: Threats mitigated by the control, including those defined in the Treacherous 12: 

Top Threats to Cloud Computing 2016 report (published by the CSA Top Threats Working Group)
• Related CCM Controls: If applicable, the IDs of the controls, as defined in the CSA CCM

Depending on the cloud service model, controls apply to either the cloud customer (or are eventually 
the responsibility of the customer) or the cloud service provider (or are eventually the responsibility of 
the provider). Additionally, when controls are under the purview of the customer, it’s vital to determine 
whether controls should be implemented and managed by the IT department or the business. Table 1 
illustrates the recommended implementation and management model for the Top 20 critical controls 
concerning cloud service providers (CSP) and customers.

3 https://cloudsecurityalliance.org/working-groups/cloud-controls-matrix/#_overview
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In Table 1, an “X” indicates the security responsibility of a control. For example, a control such as “USR01 
- Secure Authentication” in the PaaS model has an “X” in both the customer column (CUS) and the cloud 
service provider column (CSP). Translated: the customer and CSP share security responsibilities for 
secure authentication of a cloud ERP application in the PaaS model.

A “Control Type” column also appears on the chart that clarifies which entity holds responsibility for 
the corresponding security control (i.e., IT department or the business in general). For example, using 
an example from the chart, “USR01 - Secure Authentication” is the responsibility of the IT department, 
whereas “USR03 - Role-Based Access Control” is the responsibility of the business in general.

Control
IaaS PaaS SaaS

CUS CSP CUS CSP CUS CSP
Control Type

USR01 - Secure Authentication IT X X X X

USR02 - User Accounts 
Management

IT X X XX

USR03 - Role-Based Access Control BUS X X X

USR-04 - Emergency Access BUS X X X

USR05 - Segregation of Duties BUS X X X

USR06 - Secure User Provisioning/
Deprovisioning IT X X X

USR07 - ERP Accounts Security IT X X X XX

APP01 - Secure Landscape IT X X X

APP02 - Baseline Secure 
Configurations IT X X X
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APP03 - Security Vulnerabilities IT X X XX

APP04 - Secure Communications IT X X X

APP05 - Change Management 
Controls

BUS X X X

APP06 - Secure ERP Extensions IT X X X

INT01 - Secure Integrations and 
Application Programming Interfaces 
(APIs)

IT X X X

DAT01 - Continuous ERP Monitoring IT X X X XX

X

X

X X

X X

DAT02 - Data Separation IT X X X

DAT03 - Data Encryption IT X X X X

BUS01 - Inventory of Business 
Assets, Data and Processes BUS X X X X

BUS02 - Business Process Controls BUS X X X

BUS03 - Continuous Compliance BUS X X X XX X

Table 1: Responsibility of addressing the TOP 20 Critical Controls
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CONTROLS

Name Control Type

Domain Cloud ERP Users

Control ID

Control Description

USR01 - Secure Authentication

ERP users must authenticate their identity to gain access to their 
business data. This secure authentication must include encryption 
mechanisms, delivered through a secure tunnel and preferably 
associated with multi-factor authentication (MFA), to strengthen this 
control’s objective. Building this authentication process should be the 
responsibility of the cloud consumer, independent of the service model.

For SaaS-based ERP solutions, cloud consumers have less influence 
in implementing this control. However, they can negotiate how users 
authenticate their identities and help vendors understand the controls 
already in place—especially in cases such as implementing a hybrid 
cloud model.

Furthermore, for PaaS or IaaS models, cloud customers should 
securely and adequately configure authentication protocol—
according to industry standards—for virtual infrastructure (e.g., 
virtual machines).

1. Secure encryption configuration for login mechanisms 
(transport layer security (TLS) encryption).

2. Centralized authentication using single sign-on.
3. Multi factor-authentication whenever required for 

additional security.
4. Robust interface security processing mechanisms and well-

configured network communication.

Control Objectives Ensure the authentication process for ERP users is secure and does not 
allow attackers to abuse its functionality to gain unauthorized access.
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Threats and Risks User impersonation—the primary threat—could be achieved by 
executing attacks such as credentials theft, eavesdropping, session 
hijacking, session fixation or dictionary-based attacks (including 
hashcat and similar brute-force attacks).

This control is related to Account Hijacking (#5) and Malicious 
Insiders (#6) in the Treacherous 12: Top Threats to Cloud Computing 
2016 report.

Related CCM 
Controls

IAM-12: User ID Credentials
IVS-11: Hypervisor Hardening
MOS-16: Passwords
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Name Control Type

Domain Cloud ERP Users

Control ID

Control Description

USR02 - User Accounts Management

ERP cloud services tend to be accessed by a considerable number 
of users across different teams in an organization. This scenario 
is particularly accurate if the service provides self-service functions 
such as expense reporting and purchase requisitioning (in addition to 
professional job functions). These accounts could be abused and 
ultimately compromise the ERP application and its data.

User account management processes—such as new employee 
onboarding, changing employee roles or employee departures—are 
normal organizational activities in the scope of this control. The account 
lifecycle starts with account registration and concludes with account 
revocation, and regular audits should be conducted to ensure control 
effectiveness. A robust process utilizing the appropriate tools should help 
manage all ERP cloud service local accounts. Additionally, this process is 
potentially deliverable with default and basic settings.

Regardless of the cloud service model, the implementation of this 
control is always the cloud customer’s responsibility. Considerations 
include:

1. Answer this question: What is the business justification for 
an account? 

2. Account holders should ensure they use a strong password 
and follow established security principles (such as the 
principle of “least privilege”) for future tasks.

3. Account holders should use audit tools, including 
governance risk and compliance (GRC), for monitoring and 
auditing ERP cloud service accounts. Additionally, remove all 
unnecessary local accounts.
d. If available, account federation or tight integration with a 

corporate directory / integrated data management (IDM) 
solution would mitigate the risk of separate user account 
management for the ERP cloud service.
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Threats and Risks

Control Objectives To ensure user account management and its processes—especially 
concerning sensitive or privileged accounts—shield accounts from 
attacker abuse.

The main risks include unauthorized access to ERP data. Some 
examples include not properly deprovisioning account access for an 
ex-employee. 

This control is related to Insufficient Identity, Credential and Access 
Management (#2) and Malicious Insiders (#6) in the Treacherous 12: Top 
Threats to Cloud Computing 2016 report.

Related CCM 
Controls

AM-02: Credential Lifecycle/Provision Management
AIS-02: Customer Access Requirements
IAM-09: User Access Authorization
IAM-10: User Access Reviews
IAM-11: User Access Revocation
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Name Control Type

Domain Cloud ERP Users

Control ID

Control Description

USR03 - Role-Based Access Control

Role-based access control is a mechanism that addresses user roles 
and privileges. These controls are reusable across multiple users, 
enabling streamlined security administrations in large organizations 
and enterprises that feature hundreds—even thousands—of users. For 
example, roles are typically aligned with job titles and functions, such 
as “Accounts Payables Manager” or “Buyer.”

ERP applications can provide the most fine-grained authorization 
assignment capabilities for both technical and functional activities. 
While permissions can be assigned automatically to individual 
users, such practices are not scalable for larger organizations and 
enterprises. Thus, role-based access control is recommended. 
Organizations must define roles and corresponding privileges in 
the ERP system —specifically those related to segregation of duties. 
These designations ensure tasks are safely and securely carried out 
and prevents any fraudulent behavior and activities. For example, 
roles should avoid carrying toxic pairs of authorizations to mitigate 
segregation-of-duties concerns (tracked under control USR05).

Furthermore, organizations must ensure all user accounts 
across the ERP cloud service have only the minimum number of 
authorizations necessary to perform their job functions (in addition 
to any applicable self-service functions, such as expense reporting 
and self-service purchase requisitioning).

Lastly, assigned roles should be periodically reviewed and audited to 
ensure that users do not have unnecessary access. Role owners and 
independent third parties should implement these actions. 

Regardless of the cloud service model, management and 
provisioning of user authorizations is always the responsibility of the 
cloud customer.
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Control Objectives Access to individual business data and processes must be controlled 
and restricted to authorized users according to their roles.

Threats and Risks One significant threat is unauthorized access to ERP data through 
high-privileged authorizations. Furthermore, incorrect and 
bloated role designs can lead to users carrying more (or even less) 
authorizations than necessary to fulfill their job functions. Ultimately, 
this can become not only a security risk but also a business risk.

Bloated role designs may also lead to segregation of duty violations 
(tracked under control USR05).

This control is related to Insufficient Identity, Credential and Access 
Management (#2) and Malicious Insiders (#6) in the Treacherous 12: Top 
Threats to Cloud Computing 2016 report.

Related CCM 
Controls

HRS-07: Roles / Responsibilities
IAM-10: User Access Reviews
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Name Control Type

Domain Cloud ERP Users

Control ID

Control Description

USR04 - Emergency Access

Emergency access allows personnel admittance to previously off-
limits transactions to resolve issues related to application failures 
and errors. This access is also available if personnel is unavailable 
to perform duties during the normal course of business. Proxies 
with emergency access may expose the entity to additional risk—a 
scenario that requires appropriate oversight.

1. Requests for emergency access should occur in an 
automated system. The request should note the reason 
for the inquiry and duration of time that access is required. 
The request should be forwarded electronically to 
appropriate personnel for review and approval.

2. The automatic accumulation, aggregation, summarization, 
and reporting of emergency access activity—for comparison 
to usual and expected activity—is advised. Any exceptions 
should be noted, investigated and resolved. This report 
should be reviewed and approved to ensure that only 
authorized activities occurred.

3. An automated report should be generated periodically noting 
all recently terminated personnel and those who still have 
emergency access. Any exceptions should be investigated and 
resolved. This report should be reviewed and approved to 
ensure that only necessary access is still live.

Regardless of the service model, the responsibility of emergency 
access controls is always with the customer.

Control Objectives Ensure that attackers do not abuse emergency access. Emergency 
access, as well as access policies and procedures, should be 
reviewed, approved, monitored and terminated in a timely manner.
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Threats and Risks The implementation of the above control can mitigate the following 
threats and risks:

1. Granting excess emergency access.
2. Performance of unauthorized activities.
3. Emergency access is never terminated.

This control is related to Insufficient Identity, Credential and Access 
Management (#2) in the Treacherous 12: Top Threats to Cloud 
Computing 2016 report.

Related CCM 
Controls

IAM-02: Credential Lifecycle/Provision Management
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Name Control Type

Domain Cloud ERP Users

Control ID

Control Description

USR05 - Segregation of Duties

Segregation of duties is a control principle which promotes the 
separation of a process into its component tasks. Each task is assigned 
responsibility in a manner which helps prevent fraud/error. Segregation 
of duties prohibits assigning one-person, incompatible tasks (such 
as recording and paying an invoice, for example). For example, using 
the aforementioned invoice scenario: if one individual both records 
and pays invoices, they may potentially record an invoice payable to 
themselves and, subsequently, pay themselves. Alternatively, loading 
and running a payment transfer program may allow one person to pay 
themselves.

A SOD matrix can implement segregation of duties in the ERP. The 
matrix should be reviewed and approved—internally and externally—
by auditors. Additionally, access should be requested electronically with 
SOD verification by the system. Failed verifications should be flagged, 
reported and returned for resolution, while SOD-verified requests 
are forwarded to appropriate personnel for review, approval, and 
activation. The system should continually monitor transaction usage, 
and automatically generate a report each time a person performs an 
incompatible transaction. 

Regardless of the service model, ensuring the adequate segregation of 
duties is always the responsibility of the customer.

Control Objectives Ensure that organizational tasks are completed safely and securely 
to prevent fraudulent activities.

Threats and Risks The implementation of the above control can mitigate the following 
threats and risks:

1. The assignment of incompatible duties.
2. The performance of incompatible duties.
3. Undiscovered errors/fraud from incompatible duties.
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Related CCM 
Controls

IAM-05: Segregation of Duties
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Name Control Type

Domain Cloud ERP Users

Control ID

Control Description

USR06 - Secure User Provisioning/Deprovisioning

User accounts should be reviewed to ensure there is always an 
actual employee assigned to it.

1. User accounts should start with human resources (HR) by 
providing an employee ID number.

2. Employee ID numbers should link to all respective 
applications, but the employee ID should be the primary 
key for all ERP applications. 

3. Consider using the employee ID number or email address 
as a primary login (security accounts manager (SAM) 
account) for all ERP applications.

4. Update the user account provisioning process to ensure 
there is a valid business reason for provisioning an account 
and that the account is assigned to the appropriate employee.

5. Update the offboarding process to incorporate access 
removal to ERP applications.

6. Implement a deprovisioning mechanism that allows for one 
tool to deprovision across multiple landscapes.

7. Implement a user-access review process that incorporates 
the revision of employees’ statuses.

Regardless of the service model, secure user provisioning and 
deprovisioning is always the customer’s responsibility.

Control Objectives Provisioning and deprovisioning of access and user IDs should not 
allow for unmanaged user accounts to be accessed, abused or used 
by attackers.
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Related CCM 
Controls

IAM-02: Credential Lifecycle/Provision Management

Threats and Risks The above control will prevent unauthorized access to ERP data 
through abuse of unmanaged accounts.

This control is related to Insufficient Identity, Credential and Access 
Management (#2) and Malicious Insiders (#6) in the Treacherous 12: 
Top Threats to Cloud Computing 2016 report.
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Name Control Type

Domain Cloud ERP Users

Control ID

Control Description

USR07 - ERP Accounts Security

Security of ERP accounts is paramount, especially as ERP 
applications migrate to the cloud. Login processes should be 
developed to make it more difficult for adversaries to successfully 
enter the ERP system using valid credentials. Additionally, the ERP 
application should implement session management mechanisms 
according to the applicable standards.

Organizations using cloud ERP applications should ensure:

1. Enable the complex passwords rule.
2. Enable multi-factor authentication.
3. Analyze user login behavior to detect unfamiliar login location, 

time, etc. Also, link to other user activities. (e.g., data provided 
through cloud access and security broker providers, as well as 
conditional access).

4. Implement single sign-on property.
5. Limit access to the ERP system from specific networks.
6. Ensure session tokens are dynamic, sufficiently random, 

encrypted and expire on time.

In IaaS, this control is the responsibility of the customer. In PaaS 
and SaaS, the management of this control is sharable. For example, 
multi-factor authentication may be available through the CSP, but 
the customer must activate it.

Control Objectives A significant set of local users, vendors, consultants, and customers 
will likely access the ERP environment. The protection of credentials 
from theft and oversight of malicious activity are essential strategies 
to avoid unauthorized access to the system—as is the proper 
management of user sessions.
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Threats and Risks The control will limit unauthorized access to ERP data that could 
lead to potential fraud and complications related to confidentiality 
and integrity.

This control is related to Insufficient Identity, Credential and Access 
Management (#2) and Account Hijacking (#5) in the Treacherous 12: 
Top Threats to Cloud Computing 2016 report.

Related CCM 
Controls

IAM-02: Credential Lifecycle/Provision Management
IAM-12: User ID Credentials
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Name Control Type

Domain Cloud ERP Users

Control ID

Control Description

APP01 - Secure Landscape

Due to the criticality and complexity of ERP systems, applications are 
typically deployed in multi-tiered landscapes supporting different 
environments where development and testing are performed. Risks 
affecting the entire landscape—in terms of secure settings, isolation, 
interfaces, and access—could potentially alter the integrity and 
security of these production environments.

Processes must be implemented across the landscape to ensure 
no unauthorized access to the production environment is allowed. 
These may include:

• Prevent access and authorization risks in cross-enterprise 
systems/platforms.

• Ensure roles and responsibilities are well-defined
• Prevent users from engaging with the operating system by 

restricting operating system access.
• Ensure the same level of security is implemented across all 

environments to avoid escalation of privileges across the 
landscape

Regardless of the service model, this control is always the 
responsibility of the customer.

Control Objectives Ensure that information security risks—as related to complex multi-
tiered ERP landscapes—are adequately assessed and mitigated.

Threats and Risks An unauthorized attacker might perform changes to production 
code or achieve unauthorized access to a production environment 
at different levels (application, database or operative system).
 
This control is related to Data Breachers (#1), Malicious Insiders (#6) 
and Shared Technology Vulnerabilities (#12) in the Treacherous 12: 
Top Threats to Cloud Computing 2016 report.



24 © Copyright 2019, Cloud Security Alliance. All rights reserved.

Related CCM 
Controls

GRM-01: Baseline Requirements
GRM-10: Risk Assessments
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Name Control Type

Domain Cloud ERP Users

Control ID

Control Description

APP02 - Baseline Secure Configurations

Complex is an apt descriptor for ERP applications, as they typically 
allow for multiple diverse configurations (with many of them 
impacting security). Improperly configured systems may be exposed to 
several different attack vectors, depending on the setting. This control 
examines application-layer security configurations, such as role-based 
access control and the “forgot your password?” function. 

For every ERP application, the cloud ERP customer determines the 
exact security configuration for each control that makes the cloud 
ERP application secure. For example, this may include what actions 
a privileged account may or may not take. The security baseline 
configurations must be adequately reviewed, maintained and 
documented.

This security baseline configuration is documented and usable in 
other security functions. For example, internal security auditors 
use them to ensure that cloud ERP applications adhere to internal 
standards. They can also be fed into a monitoring tool that sends 
alerts to security administrators when an anomaly or misconfiguration 
is detected.

Control Objectives This control aims to determine an application-layer secure baseline 
configuration despite a complex ERP environment.

Threats and Risks Misconfiguration may lead to a breach of confidentiality, integrity, 
and availability of the application and its data.

This control is related to Insecure Interfaces and APIs (#3) and 
System Vulnerabilities (#4) in the Treacherous 12: Top Threats to Cloud 
Computing 2016 report.

Related CCM 
Controls

GRM-01: Baseline Requirements
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Name Control Type

Domain Cloud ERP Users

Control ID

Control Description

APP03 - Security Vulnerabilities

Organizations must ensure the right processes are in place to 
detect security vulnerabilities and risks affecting ERP applications. 
These processes must incorporate analysis of the business impact, 
prioritization, and implementation of fixes across the ERP landscape. 
Mitigation activities must be supported where changes are not 
possible on the ERP application. 

In PaaS and IaaS ERP applications, cloud customers can conduct 
vulnerability management activities. Cloud customers should 
regularly and actively scan and test applications. They should also 
have processes and procedures in place to efficiently and quickly 
remediate vulnerabilities. IaaS and PaaS models can address these 
issues in the following ways:

• Implement ERP security vulnerability assessment processes.
• Ensure ERP administrators address detected vulnerabilities 

with timely patch implementation.

In SaaS ERP applications, the cloud customer must rely on the cloud 
service provider to manage vulnerabilities in the cloud service. The 
cloud ERP customer should have automated processes to reset 
passwords across the organization in case of credential exposure.

Control Objectives Ensure that security vulnerabilities in the cloud ERP applications are 
discovered and remediated promptly.

Threats and Risks The exploitation of security vulnerabilities may affect ERP applications.

This control is related to System Vulnerabilities (#4) and Denial of 
Service (#11) in the Treacherous 12: Top Threats to Cloud Computing 
2016 report.
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Related CCM 
Controls

TVM-01: Anti-virus/Malicious Software
TVM-02: Vulnerability / Patch Management
TVM-03: Mobile Code
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Name Control Type

Domain Cloud ERP Users

Control ID

Control Description

APP04 - Secure Communications

Most ERP users must connect through web protocols. But some 
users connect to ERP applications through multiple channels, 
protocols, and services. Every connection to an ERP application 
must be encrypted to protect the business and sensitive data. 
Generally, there should be proper change control management, and 
communications should be encrypted and protected according to 
industry standards. 

The customer is responsible for this control when the ERP system 
provisions as an IaaS model (and possibly a PaaS model). In a SaaS 
service model, implementing secure communication channels is the 
responsibility of the cloud service provider.

Control Objectives Ensure all communication that transport business information is 
secured using encryption.

Threats and Risks Threats—such as eavesdropping, network sniffing, session 
manipulation, and data capture—can be executed by unauthorized 
actors if communications are unprotected.

This control is related to Data Breaches (#1), Account Hijacking (#5) and 
Insecure Interface and APIs (#3) in the Treacherous 12: Top Threats to 
Cloud Computing 2016 report.

Related CCM 
Controls

EKM-03: Sensitive Data Protection
AIS-01: Application Security
IVS-06: Network Security
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Name Control Type

Domain Cloud ERP Users

Control ID

Control Description

APP05 - Change Management Controls

Implementing change management processes in the cloud ERP 
environment is essential. Due to the dynamic nature of cloud 
environments and rapid scalability, it is crucial to have adequate 
change management controls. Such controls will provide 
governance for deploying cloud resources, such as the incorporation 
of an additional virtual machine (VM).

Additionally, network traffic often bypasses the local corporate 
environment in cloud environments. Change management controls 
must mitigate malicious configuration changes because they are 
more difficult to detect.

Furthermore, ERP environment are extremely complex with many 
users. Change management controls are in place to ensure that any 
changes made to user access, privileges or system configurations 
will not lead to a combination of functions that defies the security 
policy of the organization.

Furthermore, the ERP environment is extremely complex. Change 
management controls ensure that any changes made to user 
access, privileges or system configurations do not lead to a 
combination of functions that run counter to the security policy of 
the organization.

Regardless of the service model, change management controls are 
always the responsibility of the cloud customer.

Control Objectives Ensure all changes to production are reviewed and approved 
appropriately to avoid the introduction of unauthorized changes in 
business applications.
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Threats and Risks Production systems risk exposure to unauthorized access by both 
external and internal threats if the systems are unable to control 
changes.

This control is related to Data Breaches (#1), System Vulnerabilities 
(#4), Malicious Insiders (#6) and Data Loss (#8) in the Treacherous 
12: Top Threats to Cloud Computing 2016 report.

Related CCM 
Controls

CCC-05: Production Changes
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Name Control Type

Domain Cloud ERP Users

Control ID

Control Description

APP06 - Secure ERP Extensions

ERP applications are typically expanded and customized to support 
the specific business processes of an organization. However, 
modifications may introduce additional risks and vulnerabilities in 
ERP applications that could expose the application and data. As a 
result, the secure development of new code objects is critical.

Organizations must implement a process to assess every new 
functionality. The process should address the following issues:

• Authenticate functionalities, meaning that valid users are 
needed for execution.

• Require appropriate authorizations throughout the 
functionality assessment process.

• Avoid the introduction of injection flaws into code that 
allows for user exploitation.

• Ensure that code does not introduce vulnerabilities (as listed 
in Open Web Application Security Project (OWASP) Top 10).

• Adequately test new code.

Organizations should run static and dynamic code analysis tools on 
code that is pushed into production to avoid the introduction of new 
vulnerabilities.

In IaaS—and possibly PaaS service models—this control is the 
responsibility of the cloud customer. In the SaaS service model, it is 
dependent on the application and is most likely a shared responsibility.

Control Objectives Avoid the introduction of new risks or vulnerabilities while extending 
the functionality of ERP applications.
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Threats and Risks The main threats are related to new security vulnerabilities, as well 
as the introduction of architectural flaws.

This control is related to Insecure Interfaces and APIs (#3), System 
Vulnerabilities (#4), Denial of Service (#11) and Shared Technology 
Vulnerabilities (#12) in the Treacherous 12: Top Threats to Cloud 
Computing 2016 report.

Related CCM 
Controls

CCC-01: New Development / Acquisition
STA-05: Supply Chain Agreements
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Name Control Type

Domain Integrations

Control ID

Control Description

INT01 - Secure Integrations and APIs

The extensive integration of ERP applications with outside 
applications and data sources is common practice because of 
the nature of processes supported by these systems. In a typical 
ERP environment, there are interfaces and connections between 
different solutions as well as different environments. If improperly 
secured, these integrations are ripe for abuse, and production 
information and data risks compromise.

The management of interfaces across different ERP environments 
should address the following considerations:

• Maintain an inventory of all interfaces, including the type 
of data that is exchanged and the technical details of the 
connections, such as protocol, user, authorizations and 
encryption details. 

• Avoid the use of insecurely provisioned interfaces, such as 
broad trust relationships or the utilization of usernames 
and passwords that others can leverage.

• Always apply the “least privilege” principle to define the 
privileges that technical users will be granted for various 
interfaces. 

• If possible, encrypt all interfaces that exchange regulated or 
sensitive data between applications.

• Avoid setting up interfaces from systems of lower security 
(such as development) to systems with higher security 
(such as production) whenever possible.

• If secrets are used to set up the interfaces (i.e., API keys, 
passwords, certificates), establish the proper management 
process to govern those secrets (maintain/change/rotate if 
needed).

For IaaS, PaaS—and possibly SaaS service models—this control is 
the security responsibility of the cloud customer.
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Control Objectives Ensure the protection of data sent across the environment, and that 
existing integrations do not introduce risks to the ERP applications.

Threats and Risks This control is related to Insecure Interfaces and APIs( #3) in the 
Treacherous 12: Top Threats to Cloud Computing 2016 report.

Related CCM 
Controls

AIS-02: Customer Access Requirements
AIS-03: Data Integrity
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Name Control Type

Domain Cloud ERP Data

Control ID

Control Description

DAT01 - Continuous ERP Monitoring

Multiple activities and operations occur in ERP environments. These 
may involve data flows, user connections, and system/user activity. 
Continuous monitoring of ERP applications provides timely detection 
of potentially unauthorized events, such as privilege escalation, 
vulnerability exploitation, system changes, and business-related 
risks.

Based on the available system and user audit trails—such as audit 
logs, reports, traces, user activity, and system logs—a process 
should be implemented to extract, process and analyze activity 
data generated by ERP applications. These precautions will allow for 
timely spot security. Examples of relevant cases that merit such a 
process include:

• Critical transactions executed in the ERP application
• Potential intrusions due to abuse of security vulnerabilities
• Abuse of insecure configurations in the system
• Unauthorized access to ERP data due to privilege escalation
• Anomalous user activity indicating an insider threat or 

compromised account

In IaaS—and possibly PaaS—this security control is the responsibility 
of the cloud customer. In SaaS, the cloud customer may be able to 
monitor user behavior using third-party providers, such as cloud 
access security brokers (CASB). However, this is generally the 
responsibility of the CSP.

Control Objectives Achieve visibility and control across security-relevant activity in ERP 
environments, integrating these applications into traditional security 
operations. 
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Threats and Risks The primary threat includes security risks affecting ERP applications 
that may lead to unauthorized data access.

This control is related to System Vulnerabilities (#4), Account 
Hijacking (#5), Malicious Insiders (#6), Advanced Persistent Threats 
(#7), Abuse and Nefarious Use of Cloud Services (#10) and Denial 
of Service (#11) in the Treacherous 12: Top Threats to Cloud 
Computing 2016 report.

Related CCM 
Controls

N/A
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Name Control Type

Domain Cloud ERP Data

Control ID

Control Description

DAT02 - Data Separation

Business data is critically important in ERP applications. This data is 
typically stored in a database and provides access to multiple users 
and application servers. Additionally, in a typical ERP landscape, there 
are numerous environments (i.e., development, quality assurance, 
and production), as well as tenants. 

Data must be segregated appropriately in ERP systems and 
environments. In other words, production data should not be 
available in non-production environments, and any data segregation 
should be executed appropriately at the application level (i.e., 
concepts of systems, clients, tenants or company codes).

Consider the following during the implementation of the ERP 
application:

• Build the landscape in layers, with clear separation of the 
production system, testing system and—if development is 
required—the development system.

• Separate production data from non-production data 
and avoid copying production data from production 
environments without proper sanitization.

• Properly configure and implement any client or tenant 
separation—particularly when the cloud customer 
configures it—so that no user has access to both a 
production and non-production tenant..

Regardless of the service model, this control is the responsibility of 
the cloud customer.

Control Objectives Ensure that technical implementation of the application and the 
landscape setup do not introduce additional risks of unauthorized 
data access.
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Threats and Risks The main risk is unauthorized access to read and modify business 
data stored in the database.

This control is related to Data Breaches (#1) and Data Loss (#8) in 
the Treacherous 12: Top Threats to Cloud Computing 2016 report.

Related CCM 
Controls

DSI-05: Non-Production Data



39 © Copyright 2019, Cloud Security Alliance. All rights reserved.

Name Control Type

Domain Cloud ERP Data

Control ID

Control Description

DAT03 - Data Encryption

Business data stored and processed by the ERP application is its 
most crucial component. Sensitive data at rest must be encrypted 
and classified to avoid unauthorized access according to predefined 
rules and policies. Avoid encrypting business data with the same key.

The organization must first define data governance policies, such as 
what data should be encrypted and what should not (i.e., encryption 
of all business data could render the ERP application useless).

Concerning ERP data, adhere to the following guidelines:

• Data should be encrypted while at rest and when stored in 
the database or any other location.

• Encrypt data during transmission to the end user. If the 
interface is web-based (as it is for the majority of ERP 
applications), then make sure to implement transport-level 
encryption with robust protocols and ciphers.

• If using encryption keys and certificates, ensure the proper 
process is in place to maintain, issue, revoke and control 
access to these keys and certificates.

For IaaS, this control is the responsibility of the cloud customer. 
For PaaS and SaaS, the customer must conduct due diligence and 
ensure the cloud provider is adequately protecting their data.

Control Objectives Protect sensitive business data from unauthorized access while it is 
stored.



40 © Copyright 2019, Cloud Security Alliance. All rights reserved.

Threats and Risks The major threat is unauthorized access to read and modify 
business data stored in the database.

This control is related to Data Breaches (#1) and Data Loss (#8) in 
the Treacherous 12: Top Threats to Cloud Computing 2016 report.

Related CCM 
Controls

EKM-01: Entitlement
EKM-03: Sensitive Data Protection
EKM-04: Storage and Access
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Name Control Type

Domain Business Processes

Control ID

Control Description

BUS01 - Inventory of Business Assets, Data and Processes

Business-critical applications support business processes across 
organizations. These include ERP applications, which build 
on top of complex environments such as other applications, 
application servers, databases, hosts, interfaces, and the numerous 
components that populate ERP landscapes. These environments 
tend to be very complex and interconnected, making visibility of all 
components difficult.

An understanding of the technical components—as well as the 
business processes that are supported by those components—
is mandatory for appropriately prioritizing and securing the 
business against threats and risks that target the business-critical 
applications.

When using business applications, maintain an inventory of the 
following:

• Vendor, solution, and product
• A version of the technical components 
• Application servers (hosts)
• Technical infrastructures, such as servers and databases
• Business processes executed in the application
• Business data stored in the application
• Data classification

Regardless of the service model, this control is the responsibility of 
the cloud customer. 

Control Objectives To maintain an inventory of business assets and processes, gaining 
more in-depth insight into business protocols and data that support 
the organization.
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Threats and Risks The principal threat is a lack of visibility and security controls for 
some of the most critical organizational applications.

This control is related to System Vulnerabilities (#4) in the 
Treacherous 12: Top Threats to Cloud Computing 2016 report.

Related CCM 
Controls

DSI-01: Classification
DSI-02: Inventory / Flows
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Name Control Type

Domain Business Processes

Control ID

Control Description

BUS02 - Business Process Controls

ERP applications support the most critical organizational business 
processes while hosting business-relevant data that is used to assist 
a broad range of operations. 

Therefore, an unauthorized party that manages to access business 
applications could engage in a variety of illegal activities, including 
espionage, sabotage or fraud.

Organizations should implement business-level controls to prevent 
this type of abuse. Business teams and internal audit teams should 
share oversight of these controls through close collaboration.

• Identify potential fraud scenarios and determine how those 
scenarios span across users and applications

• Identify critical data for the organization and implement 
controls to detect access to that data

• Implement controls for system and processes availability

Regardless of the service model, the responsibility of this control lies 
with the cloud customer.

Control Objectives A reduction in the risks of sabotage, espionage or fraud scenarios 
that could impact the business. 

Threats and Risks The implementation of the above control can mitigate the following 
threats and risks:

• Industrial espionage
• Fraud scenarios
• Sabotage

This control is related to Malicious Insiders (#6) in the Treacherous 
12: Top Threats to Cloud Computing 2016 report.
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Related CCM 
Controls

GRM-02: Data Focus Risk Assessments
CCC-04: Unauthorized Software Installations
EKM-03: Sensitive Data Protection
IAM-05: Segregation of Duties
IAM-09: User Access Authorization
IAM-10: User Access Reviews
IAM-11: User Access Revocation
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Name Control Type

Domain Business Processes

Control ID

Control Description

BUS03 - Continuous Compliance

ERP applications are subject to multiple compliance requirements 
due to the nature of the data they store and process. Common 
regulations may include laws such as the Sarbanes-Oxley Act of 
2002 (SOX) for financial information, General Data Protection 
Regulation (GDPR) for personal data, and the Payment Card Industry 
Data Security Standard (PCI DSS) for credit card information. 
Other regulations will be applicable depending on the industry. 
Compliance failure could lead to legal consequences, substantial 
fines, and considerable business impact.

For every business application, organizations should:

• Identify the relevant compliance mandates for the 
application and its data.

• Identify which application controls should be implemented 
to achieve an acceptable level of compliance (as defined by 
the internal audit/compliance teams).

• Monitor the control’s effectiveness and status.
• Notify application owners when compliance violations 

are detected.

The responsibility of this control is situational and can lie with either 
the cloud customer or the service provider.

Control Objectives Maintain an acceptable level of compliance with all regulations 
that apply to the processes and data that is stored in the business 
application/s, implementing early detection of violations to the 
compliance posture.
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Threats and Risks Compliance failure is the most significant threat, which might imply 
penalties and fees but may also include legal consequences (as well 
as potential liability for company executives). 

This control is related to Data Loss (#8), Data Breaches (#1) and 
Denial of Service (#11) in the Treacherous 12: Top Threats to Cloud 
Computing 2016 report.

Related CCM 
Controls

AAC-03: Information System Regulatory Mapping
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CONCLUSIONS
By themselves, ERP applications utilize complex systems and, consequently, are challenging to secure. 
In the cloud, their complexity increases due to factors such as shared security models, varying cloud 
service models and the intersection between IT and business controls. Nevertheless, due to cloud 
computing benefits, ERP applications are increasingly migrating to the cloud.

Organizations should leverage this document as a guide to drive priorities around the most important 
controls that should be implemented while adopting Cloud ERP Applications.

The CSA ERP Security Working Group will continue to keep this document updated and relevant. In 
the meantime, the group hopes readers find this document useful when migrating or securing ERP 
applications in the cloud. 


