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Nature of the incident

Human errors: 19% @ Malicious actions: 8% @ Natural phenomena: 13% @ System failures: 60%
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User hours lost per nature of incident
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SELECT TYPE OF INCIDENT

First choose the type of incident. This will configure the reporting template.

EBAE O
7 Z
4 L~
A SERVICE B OTHER C IMPACT D THREAT OR E IMPACT ON F NEAR-MISS
OUTAGE IMPACT ON ON OTHER VULNERABILITY REDUNDANCY INCIDENT
(e.g. continuity, SERVICE SYSTEMS (e.g. discovery of (e.g failover or (e.g. activation of
availability) (e.g. confidentiality, ~ (€. ransomware crypto flaw) backup system)  security measures)

authenticity, in an office

integrity) network, no

impact on the

service)

6 : YAN-tF1)F11>> 7> bOIESE

0 947 A 5-EXEE (B : ket aTAM)
BIZ(E, FULERROZER(AEREN TV BIRAIBEOARL —F—DIR(CLDT—TILOEIRTCEHTAED
AR 51T A D127 NMCDEEEN 3.

0 %47 B. -EZNOZOMOFE (HEME. EREE. T2HRE) . FIRE AROHZITRL—23
Y=L Y23 ORIBRHCHIIENAXT A T FrRIVOIS T2 Y%, HBTYS AU (CSILTVSIY
RIRA > METIESIEL TORWGEE . BRSO TAT7 (B, Btk E5 A4 Ir/ILRE) i
BEZEND, CO1>2TUNE 91T B 012372 NI33EEN S,

0 947 C. thOSZATLINDFE (B : AT1ARYNI-D(EBIBI Y LAIIT . Y—EZNOFER
L) o BIRIE BETONATDATA ZRY NI I DEE DT I AT — 23> BELUT -/ -TIILDITH&R
HMENIzE&, 2012372 NIF1T C (La%EENn3.,

0 %47 D. BRFLEMSEE (BESORMOFERRE) .
fEZ(E BESOMIEHEOFERE. 917 D 012372 NMInEEN 3.

0 S4TE. TRMUAOFE (B : JIANA-N=F@N\YITYTZZTLA)
ez 2 KOTERBES—IINDS5 1 ANIMENSEEE, 917 E 012372 NMIDEEEN 3.

0 H4TF Z7ZR123T0h (BF1VT 5 ROFEERE) .
BIZIE, BETONATDN\Z =Ry bRy M= IIHBAURBROH DAL 91T F D127 NI
N3,

1237 NRETOTRCET3FMICDOVTE. EECC DA Y37y MRESICEET 31T H14 RS14> (12) %
BIBIIL,

2https://www.enisa.europa.eu/publications/enisa-technical-guideline-on-incident-reporting-under-the-eecc . #2813

12


https://www.enisa.europa.eu/publications/enisa-technical-guideline-on-incident-reporting-under-the-eecc
https://www.enisa.europa.eu/publications/enisa-technical-guideline-on-incident-reporting-under-the-eecc
https://www.enisa.europa.eu/publications/enisa-technical-guideline-on-incident-reporting-under-the-eecc
https://www.enisa.europa.eu/publications/enisa-technical-guideline-on-incident-reporting-under-the-eecc

3. RFREREHEDOD R

2024 (3, EU N2 25 hELRINBEBESES 2 hENMERTOTRICSHIL. 188 hOEABICIT>
MiRESNTZ. —75. 2023 £ EU 1122 26 HEE EFTA 1 AENSHIL. 156 HD1>3 7> MifkESN
Iz

3.1 BFFEEDHFIV-

2024 FIF SATLAEECEET 1> MY 113 b IhTIBENL. 2023 F0 96 4 (61%) (C
HER 24RD 60% 2581z, 2024 FDSATABED 2 ARMIER (. YINIITONTEN\-RITT DR
BET. TNETN 19% ZLH9I,

ABRZAR, ST LEEICRNT 2 FEICZVRERETHD, 2024 FIC(F 35 4 (19%) HREINTS
D, 2023 F0 32 1+ (20%) LEIEHCREFERCE, 2024 FOANBRZAOERFAMNIERE, o—T)L
ORI 40%. YINIIT DR/ ZEEDEHN 37% o1,

BARKIE 2023 F£0 7% H5 12% (L. 122726 2023 F0 12 #4715 2024 FICF 25
2 fELLEITIBINUE. RE—AEMBIRAMEBRE(E, GRE (44%) CHIER (36%) 12012 (2 ).

ERDH31TRI. 2024 F(X(F 154 (8%) T. 2023 F0 16 4 (10%) HHIENULEL. BEDHIITH
DOFEBEAMIIRRE, RED 46%% 53T —TINOYIRIOM.

2024 £FIC EU iBE,SEHESNILBELFIVT112S7 O M

188 IOl

Pl 01237 N CRBORRZRET 5N TED

13



Nature of the incident

Human errors: 20% @ Malicious actions: 8% @ Natural phenomena: 12% @ System failures: 60%
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User hours lost & number of incidents
per technical cause
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Impact of the incident
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Technical assets affected

@ Other: 19% @ Switches and routers: 18% @ Mobile base stations and controllers: 17%
& Transmission nodes: 16% @ Mobile switches: 13%
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User hours lost & number of incidents
per technical cause
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Impact of the incident

60 57%
50 48%
40
28% 28%
% 25%
20
10 5% | 8%
2%
0 ==
i N @ @ ) @ & &
T F& g F & & o &
& & G & & &
= * @ ) Q &
&

15 : AWIS-OEZR 59 —EX

AN IS —-DREERTRNERE

ABNZRCIOTROFEEZ AL, 2023 0 28%N'5 31%(TIENMULE/\(IILEFZHLUI> MO
=312, 2 fI(E T =TIV T 31%Eh 2023 F(LFZDELSIBA > 27> MIFREEESN TORD O, B/ \AILZAY
F(F 2023 FLFER. 14% T 3 fUZHEHFLTVS. AMYFELWIL—F—(F. 2023 FD 25% h'5 11% (TR
PUTWBSe 7RUAT—={=(F 9% TR TAITHN. 2023 FIEERDA> ST > MIFRESITLRL,

Technical assets affected

|

@ Mobile base stations and controllers: 31% @ Underground cables: 31% @ Mobile switches: 14%
@ Switches and routers: 11% @ Addressing servers: 9%
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User hours lost & number of incidents
per technical cause
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Impact of the incident
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Technical assets affected

9

@ Mobile base stations and controllers: 80% @ Power supplies: 44% @ Transmission nodes: 28%
@ Backup power supplies: 12% @ Overhead cables: 12%
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User hours lost & number of incidents
per technical cause
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Impact of the incident
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Technical assets affected

@ Mobile base stations and controllers: 27% @ Mobile switches: 27% @ Addressing servers: 20%
@ Submarine cables: 20% @ Switches and routers: 20%
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Impact of the incident
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5. BRI IFNEE DI E

BAVSTUNMREEBCE 1237 MRICRHEEZR I (TIRNR) BEOVTEELHINTLS.

25 (I, EEFBEZIREREERU TV, [Z20f1E, SHRRIERMESEN BRI BIKT D
*) .

Technical assets affected

@ Mobile base stations and controllers: 29% @ Switches and routers: 15% @ Other: 14%
Transmission nodes: 14% @ Mobile switches: 13%
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Number of outages and userhours lost per year
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Root cause categories per year =
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@ Human errors @ Malicious actions @ Natural phenomena @ System failures
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Il

Nature of the incident

Human errors: 20% @ Malicious actions: 6% @ Natural phenomena: 10% @ System failures: 65%
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Technical assets affected

@ Addressing servers: 20% @ Other: 19% @ Switches and routers: 19%
@ Mobile base stations and controllers: 13% @ Underground cables: 9%
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 Other @ Broadcasting @ OTT @ Machine2Machine @ Mobile telephony @ Mobile internet
@ Fixed telephony @ Fixed internet
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Severity of impact per year
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