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“ENISA, ENISA Threat Landscape 2025 - July 2024 to June 2025, 2025,
https://www.enisa.europa.eu/publications/enisathreat-landscape-2025.

BRI AT INORIETIER. BEGBREOHZ B TITHNZN, FNUBRESNBL.
‘https://www.enisa.europa.eu/topics/state-of-cybersecurity-in-the-eu/cybersecurity-policies/nis-directive-2.
‘TN EU BANN—tF1)F4EEE 7 2(6)ICEDE. ENISA WMARERE I — TITolEEDFER THS : https://eur-
lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0881&from=EN.

8 ENISA, ENISA Threat Landscape Cybersecurity Methodology - August 2025,
https://www.enisa.europa.eu/publications/enisa-threat-landscape-methodology.
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informaticoin-tilt-chiesto-un-riscatto-per-il-ripristino-n4zd4imy.
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https://www.nu.nl/tech/6306531/cyberaanval-legt-websites-van-meerdere-provincies-plat.html.
“https://www.vid.gov.lv/Iv/jaunums/informacija-wwwvidgovlv-lietotajiem-arvalstis.

15 https://t.me/noname05716/6369
“https://www.postimees.ee/7951529/kehra-elanike-andmed-lekkisid-veebi.
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Yhttps://www.majorcadailybulletin.com/news/local/2024/03/04/122359/calvia-town-hall-cyberattack.html.

% https://vpt.Irv.lt/It/naujienos-3/del-kibernetiniu-ataku-cvp-is-butina-skubiai-pasikeisti-savo-slaptazodzius-due-to-
cyberattacks-it-is-necessary-to-change-the-password-in-the-central-public-procurement-information-system-cvp-
is/.
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https://www.majorcadailybulletin.com/news/local/2024/03/04/122359/calvia-town-hall-cyberattack.html
https://www.majorcadailybulletin.com/news/local/2024/03/04/122359/calvia-town-hall-cyberattack.html
https://www.majorcadailybulletin.com/news/local/2024/03/04/122359/calvia-town-hall-cyberattack.html
https://vpt.lrv.lt/lt/naujienos-3/del-kibernetiniu-ataku-cvp-is-butina-skubiai-pasikeisti-savo-slaptazodzius-due-to-cyber-attacks-it-is-necessary-to-change-the-password-in-the-central-public-procurement-information-system-cvp-is/
https://vpt.lrv.lt/lt/naujienos-3/del-kibernetiniu-ataku-cvp-is-butina-skubiai-pasikeisti-savo-slaptazodzius-due-to-cyber-attacks-it-is-necessary-to-change-the-password-in-the-central-public-procurement-information-system-cvp-is/
https://vpt.lrv.lt/lt/naujienos-3/del-kibernetiniu-ataku-cvp-is-butina-skubiai-pasikeisti-savo-slaptazodzius-due-to-cyber-attacks-it-is-necessary-to-change-the-password-in-the-central-public-procurement-information-system-cvp-is/
https://vpt.lrv.lt/lt/naujienos-3/del-kibernetiniu-ataku-cvp-is-butina-skubiai-pasikeisti-savo-slaptazodzius-due-to-cyber-attacks-it-is-necessary-to-change-the-password-in-the-central-public-procurement-information-system-cvp-is/
https://vpt.lrv.lt/lt/naujienos-3/del-kibernetiniu-ataku-cvp-is-butina-skubiai-pasikeisti-savo-slaptazodzius-due-to-cyber-attacks-it-is-necessary-to-change-the-password-in-the-central-public-procurement-information-system-cvp-is/
https://vpt.lrv.lt/lt/naujienos-3/del-kibernetiniu-ataku-cvp-is-butina-skubiai-pasikeisti-savo-slaptazodzius-due-to-cyber-attacks-it-is-necessary-to-change-the-password-in-the-central-public-procurement-information-system-cvp-is/
https://vpt.lrv.lt/lt/naujienos-3/del-kibernetiniu-ataku-cvp-is-butina-skubiai-pasikeisti-savo-slaptazodzius-due-to-cyber-attacks-it-is-necessary-to-change-the-password-in-the-central-public-procurement-information-system-cvp-is/
https://www.csoonline.com/de/a/deutschlandweit-phishing-angriff-auf-ihk,4287685.html
https://www.csoonline.com/de/a/deutschlandweit-phishing-angriff-auf-ihk,4287685.html

8 T3 BUAINBRIOERZNFIACEITTRU TS . BEIOEH AR DM LR —BLTED. 6 4
TUHAICERZ BIENIN R ANz, BIUHALS DDoS WEEENNEAE Tdrolt,

ROEI2A> T, RSN ERBROERCLIGEFlZHRAT 5. 2 OMMOBRIOERASBFRN(CELEFRINT
DHT. B122T 20D 1%Kiwe D, N FBHTTV-ELEEUTEBHMRLIN OSINT (CLBaIfR1E
HPREM THSEZREL TS,



3. EREBE

REHRTISERIENT. EU OAFATEERZIRHIE U 586 HDAREBEEH T IN—-125T 2 bDS
5. #9 64%7' DDoS ETHY. 33.6%NT —MSEPIT YAV EHZSORARBEDBEL THOk,

AEBY—-ERIEBKE (DDoS)

DDoS IR (3. H—EREZDIY-R&FEBEEZN. RYNT—I1 > ISOMERBERGBERIREETBIETR
1TEN3. TNICED. SZF LY —EROFIBE(IBHET -4, H—ER. ZOMDOUY—-RICTITRATELRS. 5
MRERENSRBE, REOIE([FLA7—7 O HTTP UJIZA RISy RE (& UDP IE8EE#FHIBLEY .
NFEE ORI A-DRELIZITO—)ULTLUANT —FE—EUTHD., 2024 FE(FBFIENTLEEIED 51%H'5
59%T HTTP LAV —J3yRHEERINTWZ? 22 . B0 37> NIEFENBRESNZTENZHh 6D
D, FEI T ORIRCLO T Y —EREE P — B R E 5| SHEC I BhlbH oI,
RUEE(CERZIIAT AL, ATUIJH( ~ BiEEK- igR—5)L. NIRRT LANESFENT. 1
BEMETE. MEREFR-) (FH24T, BF5. B8, SFolsiiRT) NEBENTHORUI . 1FUTEURTRX
1> AD1—-FTAMBEBER—FIL. SRETBIFIITHYA M RAVEBIBITIS AT AL TR T MY &
DAEEREAF TG, 22 24 2 2°

9 : ITBUHBIIC I BXAR{EESN T DDOS %

LI AT: FR:Paris2024  EU:European  ES:Arrests ELzDiscussiany IT: Decres
donation, €247m . FR: SCALP 5 " NL: NATO on security extending military
5 G Parliamentary e Olympics Parliament over DDoSIA < = -
aid & PM visit to i missiles to UA run-up i platform Summit support for aid to Ukraine
Lviv Ukraine through end-2025
50 AT Austria
3 : A b : : i 5 i | e— BE Belgium
— BG Bulgaria
cy Cyprus
oy P — 7 Czechia
;*; 0 = DE Germany
2 § | — DK Denmark
S D] — Estonia
° = ES Spain
E 30 e F| Finland
= — FR France
g GR Greece
o — HR Croatia
g 55 — HU Hungary
— |E Ireland
— T Italy
LT Lithuania
— U Luxembourg
10 O |}/ Latvia
MT Malta
E— NL Netherlands
E— PL Poland
— PT Portugal
9 | —RO): Romania
& < > o © A ® o o - & - " SE Sweden
R &NQ &a-p “,‘}'Q &:ag 6‘“0 0,‘?'0 &NQ @?‘Q &a? Q,Lh'\' &N\’ — S| Slovenia
~ ~ i »> 0 ~ i 0 » + > » — 5K Slovakia

PUDP IR EE(CEI I 25 MG B2 2B ML « https: //www.cisa.gov/newsevents/alerts/2014/01/17/udp-based-
amplification-attacks.

“'https://blog.cloudflare.com/ddos-threat-report-for-2024-g4/.
“’https://stormwall.network/resources/blog/ddos-attack-statistics-2024.
BAHTETF 1T YA MO E%R F5R, https://t.me/noname05716/5592.

M2 1T UOEARAIR—=AL A MO E R T5R, https://t.me/noname05716/5606.
PIRETIT R UTEEADIZE, https://t.me/noname05716/5616.

PORAVDAZ LR ST IHLEIADIZEE , https://t.me/noname05716/5629.


https://www.cisa.gov/news
https://www.cisa.gov/news-events/alerts/2014/01/17/udp-based-amplification-attacks
https://www.cisa.gov/news-events/alerts/2014/01/17/udp-based-amplification-attacks
https://www.cisa.gov/news-events/alerts/2014/01/17/udp-based-amplification-attacks
https://blog.cloudflare.com/ddos-threat-report-for-2024-q4/
https://blog.cloudflare.com/ddos-threat-report-for-2024-q4/
https://blog.cloudflare.com/ddos-threat-report-for-2024-q4/
https://stormwall.network/resources/blog/ddos-attack-statistics-2024
https://stormwall.network/resources/blog/ddos-attack-statistics-2024
https://stormwall.network/resources/blog/ddos-attack-statistics-2024
https://t.me/noname05716/5592
https://t.me/noname05716/5592
https://t.me/noname05716/5606
https://t.me/noname05716/5606
https://t.me/noname05716/5616
https://t.me/noname05716/5616
https://t.me/noname05716/5629
https://t.me/noname05716/5629

CNBOBEOARYE (46%) (IO T7R/\IT71EXNERTNoName057(16) IR TREBREH LTSN,
BFDEER - BUB BRI E BETIBN 2. FHCEERDE. O 7 DDI54( HRERESFR(ICHITD EU D51
F324B. EU LAV TOEETOTR, EU BN TREENSEREOS VA NTH3. ZNid 7 BIC#ERIanz
SIENRIIED, 21> DOBGA - BHEBERDFAEE, A1 > HB(C LD DDoSIA T35y hJA— LAFIFAESEEE 3
LR (2728203031 EBFHAIC. NoName057(16)W'E3RT BRARA A HAEI 1T 51 MOTEER
WESENFEEURBHITEIISNS. FAR(C 12 BICE. EU LRIV TODI5AFLREERE (32 3)
P, AHTARBEICEBIITAFADBEIBIEERTE (2025 FRFT, 3 3 3) 22, JF2AEFIAO
HABZIZIE LTz DDOS Fr> _R—HREUR,

3G A ) EID T, )\ ITAERNDEBNSERAL T BENSETECERER SN B, FIZ TR RS E S HAR
th, HackNet (357> Y—IAFEEDIIT YA MOIEZFRUE () . 2 NoName057(16)[ERI1—7>
ETTDADBRFSEREIREUEERLE () &

e ENISA (3. COXIRTiTHhNS DDoS WE(R. Y —EADPHiEE59—5 T, LHEEADEH
ZRBRSCLEAMELTVSEFHEL TWS, Chid. NITIEZAREED DDoS EN, R B3IHELF
TRL. REBFEROFELVTRAIN TSI LZE5ICRFIDEDTH S, 2FD, tHRICEESX.

BRAYE—-SRIBEESE. AT 7 DIEBEL2EDHFILEREUEFELLTEDNTVSOE.

3.1 T—-SBEDERL

FTAIIREREIE. T-HMEE (17.4%) &7 —HTIAR=Sv— (1%) (CDFEENS. T—9RELE. X
FTLPHEBAORIETICRZG T, 4 - RENRT -2 THENT 2L 2BREUEERN RS -IRET
Do TATIAR=Sr L& SREZAREDBRICED, M RETNRT —IH BRI IR F IR
N35ErE%IET,

2024 . EU ONHITHRALEI U CEERSNZBRY TOH T, T—IEhED( >3 7> ME 2 BEITBEEN
Ehofz. TRENCE. BRY—EX fIAIFTSY N IA— LA SERITHBIR—5IL. BB ST LNEENTT,

BIZ(E ARA>OEFBHRESOET(d 1 BICREFIER%EZF, 1I-Y-T—4DmEIFEELE () . IZb
ZT Tl TISHIA BTN 2 BERERD, ERT-I0TRENECE (*1) .

https://t.me/privetOTof222/137,
https://t.me/hOlyleague/13, https://t.me/CyberArmyofRussia_Reborn/90177?single

https://www.reuters.com/world/europe/nato-members-agree-40-billion-euro-financial-pledge-ukraine-diplomats-
say2024-07-03/

https://t.me/noname05716/8444
https://t.me/CyberArmyofRussia_Reborn/8897
https://therecord.media/spain-arrest-noname-russia-hackers
https://x.com/FalconFeedsio/status/1866007322809326208,
https://t.me/noname05716/7655
https://www.reuters.com/world/europe/italy-prolong-war-supplies-ukraine-until-end-2025-2024-12-23/
https://t.me/noname05716engver/769
Fhttps://t.me/cyber_wolff/631,
https://t.me/hack_n3t/420
https://t.me/noname05716eng/3204
https://t.me/noname05716/7038
https://www.lanbide.euskadi.eus/noticia/-/noticia/2024/
https://www.postimees.ee/7951529/kehra-elanike-andmed-lekkisid


https://t.me/privetOTof222/137
https://t.me/privetOTof222/137
https://t.me/h0lyleague/13
https://t.me/CyberArmyofRussia_Reborn/9017?single
https://t.me/CyberArmyofRussia_Reborn/9017?single
https://www.reuters.com/world/europe/nato-members-agree-40-billion-euro-financial-pledge-ukraine-diplomats-say-2024-07-03/
https://www.reuters.com/world/europe/nato-members-agree-40-billion-euro-financial-pledge-ukraine-diplomats-say-2024-07-03/
https://www.reuters.com/world/europe/nato-members-agree-40-billion-euro-financial-pledge-ukraine-diplomats-say-2024-07-03/
https://www.reuters.com/world/europe/nato-members-agree-40-billion-euro-financial-pledge-ukraine-diplomats-say-2024-07-03/
https://www.reuters.com/world/europe/nato-members-agree-40-billion-euro-financial-pledge-ukraine-diplomats-say-2024-07-03/
https://t.me/noname05716/8444
https://t.me/noname05716/8444
https://t.me/CyberArmyofRussia_Reborn/8897
https://t.me/CyberArmyofRussia_Reborn/8897
https://therecord.media/spain-arrest-noname-russia-hackers
https://therecord.media/spain-arrest-noname-russia-hackers
https://therecord.media/spain-arrest-noname-russia-hackers
https://x.com/FalconFeedsio/status/1866007322809326208
https://x.com/FalconFeedsio/status/1866007322809326208
https://t.me/noname05716/7655
https://t.me/noname05716/7655
https://www.reuters.com/world/europe/italy-prolong-war-supplies-ukraine-until-end-2025-2024-12-23/
https://www.reuters.com/world/europe/italy-prolong-war-supplies-ukraine-until-end-2025-2024-12-23/
https://www.reuters.com/world/europe/italy-prolong-war-supplies-ukraine-until-end-2025-2024-12-23/
https://t.me/noname05716engver/769
https://t.me/noname05716engver/769
https://t.me/cyber_wolff/631
https://t.me/hack_n3t/420
https://t.me/hack_n3t/420
https://t.me/noname05716eng/3204
https://t.me/noname05716eng/3204
https://t.me/noname05716/7038
https://t.me/noname05716/7038
https://www.lanbide.euskadi.eus/noticia/-/noticia/2024/
https://www.lanbide.euskadi.eus/noticia/-/noticia/2024/
https://www.lanbide.euskadi.eus/noticia/-/noticia/2024/
https://www.postimees.ee/7951529/kehra-elanike-andmed-lekkisid
https://www.postimees.ee/7951529/kehra-elanike-andmed-lekkisid
https://www.postimees.ee/7951529/kehra-elanike-andmed-lekkisid

FAREA > ST NTE )\ ERFeE BRE LTS MBI LR IEN R ES N olc. Z<DEHIT. T
—AR=ZNT LIS L0 =91 DTA-S AIIBEIN. BRIEZBOFEHELTH TN SEN T, FIXE
5 B(Z(&. Bl&lDuckyMummy 01— —HFUSAZEROA— )Ny AT —14T% BreachForums T 200
KR THRBUESEINGDS, 2

F—HRBED1> 3T MOARHEE 2024 FEBFICREUR, 4FIC 10 A, 11 B, 12 BICEEEESRIEMNRS
N. N5 35ATEA2ITOMD 40% L E2 58Iz, COFERDEIB(CIE, - ZT7HABOITEO7A VAR

(V) ASABEBBRT SV TIA-LAOFREEIERFE (1)  AYITBIISATLAORE (*) RENSEEN
3

e ENISA (3. 7—YBEDKB ALV THRERNTHD., FEFERCEEREICFIATNTVSE
&b, EORETELAAY PeRE#CLTVBIERRLTNS,

3.2 5 9Ah917

2B LADITEER BRI -MENOEEZHIH T CES. BEOFIATIEMZEIEEE L. HBVNIRN
DT —HEABULRVCEEB I SR (CBREZER I IWBEIAELEREIND. *° DULBETE, 2NHT—97F
BYAK (DLS) TERSNTUVZIED, J7A)L Y —EXDIES(ENBERTATHN .

2024 £, EU ONHATBHERS (CR2 &% 5 X e NRRESINIES Y ADITA > ST M3, #8405 10%
% BB MR ERRIARE Tl MBI > > 7 NCEDFHE, SoHADI VIR (IMKAEL TS E
ENTHD, HMEAARIT. AN -ILFRBFFELDS Y AV HEZERAL. $HC RaaS (Ransomware-
as-a-Service) JOJ3L0ZBUTRERMU, DLS OEFRICE DKL, 2024 F(C EU OAHITEEBPICHU TR
EHEZECRHSNIES Y AV 7ERE(C(E. RansomHub. Lockbit 3.0. 8Base i"&EN2 (G EER
BodE 1Tr2a> TEhl) . 2023 LB L. 2024 FE(C(E EU OAFITEEFIZAZEUIERI I —T
¥ 5 DEEERENIZ. Argonauts, Mad Liberator. Mogilevich. PlayBoy. Termite T&. lzlU. 2 501>
7> MzERE#RUIE Argonauts ZBRE. U -TJ1E 1 FOHDBHCESL TV, —7. 2023 FILCntys
—TEBILTLZ Blackbyte. Cuba. Royal (&, 2024 &0 EU SR TOESHEERES SN TLIRL,

SOHADIPRE(L EU (CBVLWTSICREEN . EET —Y2YURI(CEIRITTHEL, EU MERHaSAOY—E205
EPia 5| S cl, g RTRRBNSEL S5 X5, VYIARDRES(CLDE, 2024 &0 EU HZR -5 H
SBIRICHIIRTOY AITTIRENSOFIEIRE R 283 KRV THOY

BAZEETEZIER (PII) PEET -4, )\ UH)-OBEETEEREEENLLZI ST () oL
—YZT7 OB T2 EINFIVTASOHAIITIRE (THLZARERDED 20 FAARZEE : ©9°0) (C
BAN34L3(C, SO AU 7PIER(SRR I 2l ReEN S D,

https://www.secnews.gr/566008/webmail-elliniki-astinomia-dark-web/
https://twitter.com/MonThreat/status/1750465955610665247

https://www.security.nl/posting/862833/Gemeente+Almere+lekt+door++foutieve+printinstelling+gegevens+in
woners.

*Shttps://proton.me/pass/leaked-politicians-dark-web

https://data.europa.eu/doi/10.2824/456263
https://news.sophos.com/en-us/2024/08/14/the-state-of-ransomware-in-state-and-local-government-2024/
https://forbes.hu/tarsadalom/kibertamadas-honvedelem-freesz-ferenc/
https://www.romania-insider.com/hackers-data-bucharest-nov-2024
https://x.com/H4ckManac/status/1856232597728244043


https://www.secnews.gr/566008/webmail-elliniki-astinomia-dark-web/
https://www.secnews.gr/566008/webmail-elliniki-astinomia-dark-web/
https://www.secnews.gr/566008/webmail-elliniki-astinomia-dark-web/
https://twitter.com/MonThreat/status/1750465955610665247
https://twitter.com/MonThreat/status/1750465955610665247
https://www.security.nl/posting/862833/Gemeente+Almere+lekt+door++foutieve+printinstelling+gegevens+inwoners
https://www.security.nl/posting/862833/Gemeente+Almere+lekt+door++foutieve+printinstelling+gegevens+inwoners
https://www.security.nl/posting/862833/Gemeente+Almere+lekt+door++foutieve+printinstelling+gegevens+inwoners
https://proton.me/pass/leaked-politicians-dark-web
https://proton.me/pass/leaked-politicians-dark-web
https://proton.me/pass/leaked-politicians-dark-web
https://data.europa.eu/doi/10.2824/456263
https://data.europa.eu/doi/10.2824/456263
https://news.sophos.com/en-us/2024/08/14/the-state-of-ransomware-in-state-and-local-government-2024/
https://news.sophos.com/en-us/2024/08/14/the-state-of-ransomware-in-state-and-local-government-2024/
https://news.sophos.com/en-us/2024/08/14/the-state-of-ransomware-in-state-and-local-government-2024/
https://news.sophos.com/en-us/2024/08/14/the-state-of-ransomware-in-state-and-local-government-2024/
https://forbes.hu/tarsadalom/kibertamadas-honvedelem-freesz-ferenc/
https://forbes.hu/tarsadalom/kibertamadas-honvedelem-freesz-ferenc/
https://forbes.hu/tarsadalom/kibertamadas-honvedelem-freesz-ferenc/
https://www.romania-insider.com/hackers-data-bucharest-nov-2024
https://www.romania-insider.com/hackers-data-bucharest-nov-2024
https://www.romania-insider.com/hackers-data-bucharest-nov-2024
https://www.romania-insider.com/hackers-data-bucharest-nov-2024
https://x.com/H4ckManac/status/1856232597728244043
https://x.com/H4ckManac/status/1856232597728244043

Y—E20HFREEDSBHFIEL T, TIHY MNEARERZERN U Y AT TIREICEZT SIS AT LD—
BHEIE! | FUSA-TORETOEARY-EXEE | FBR(CHIE3Y I 91 MRS LT AT®RS
3 &B(C 1 BIC LockBit MEERERIL—YZ7 Tz HMIBN 3. TR TEEBBOY—EXEIENFEEL
B BREIAVDERFRHo ,

o NISA [t RIFRETSHEADKENSIHAIIPAYSFY NIEIIDET |, EU DRRITHENIE
BNETBITRIE. EHO EU MEEFSREZAVEIHLTVSRS, SEERIZIHICRED
BCERRL TS, 55 50 57 %0 %0,

'https://www.ouest-france.fr/societe/cyberattaque.
*’https://armyvoice.gr/2024/11/kyvernoepithesi-elliniko-anoikto-panepistimio.
“*https://teo.gal/gl/actualidade/2024/0-concello-de-teo-sufre-un-ataque-informatico.

“*https://www.digi24.ro/stiri/actualitate/politica/atac-cibernetic-la-camera-deputatilor-buletinul-lui-ciolacu-a-
ajuns-pemana-hackerilor-2668783.

*https://www.cybermalveillance.gouv.fr/tous-nos-contenus/fiches-reflexes/rancongiciels-ransomwares.

“https://english.ncsc.nl/binaries/ncsc-
en/documenten/factsheets/2020/june/30/factsheetransomware/71059_NCSC_FS%2BRansomeware%2BEN_WEB.
pdf.

*’https://www.bsi.bund.de/DE/Themen/Verbraucherinnen-und-Verbraucher/Cyber-Sicherheitslage/Methoden-der-
CyberKriminalitaet/Schadprogramme/Ransomware/ransomware_node.html.

58 https://atwork.safeonweb.be/tools-resources/cyber-attacks-what-do,

““https://www.kyberturvallisuuskeskus.fi/fi/ajankohtaista/mika-ihmeen-kiristyshaittaohjelma.


https://www.ouest-france.fr/societe/cyberattaque
https://www.ouest-france.fr/societe/cyberattaque
https://www.ouest-france.fr/societe/cyberattaque
https://armyvoice.gr/2024/11/kyvernoepithesi-elliniko-anoikto-panepistimio
https://armyvoice.gr/2024/11/kyvernoepithesi-elliniko-anoikto-panepistimio
https://armyvoice.gr/2024/11/kyvernoepithesi-elliniko-anoikto-panepistimio
https://teo.gal/gl/actualidade/2024/o-concello-de-teo-sufre-un-ataque-informatico
https://teo.gal/gl/actualidade/2024/o-concello-de-teo-sufre-un-ataque-informatico
https://teo.gal/gl/actualidade/2024/o-concello-de-teo-sufre-un-ataque-informatico
https://www.digi24.ro/stiri/actualitate/politica/atac-cibernetic-la-camera-deputatilor-buletinul-lui-ciolacu-a-ajuns-pe-mana-hackerilor-2668783
https://www.digi24.ro/stiri/actualitate/politica/atac-cibernetic-la-camera-deputatilor-buletinul-lui-ciolacu-a-ajuns-pe-mana-hackerilor-2668783
https://www.digi24.ro/stiri/actualitate/politica/atac-cibernetic-la-camera-deputatilor-buletinul-lui-ciolacu-a-ajuns-pe-mana-hackerilor-2668783
https://www.digi24.ro/stiri/actualitate/politica/atac-cibernetic-la-camera-deputatilor-buletinul-lui-ciolacu-a-ajuns-pe-mana-hackerilor-2668783
https://www.cybermalveillance.gouv.fr/tous-nos-contenus/fiches-reflexes/rancongiciels-ransomwares
https://www.cybermalveillance.gouv.fr/tous-nos-contenus/fiches-reflexes/rancongiciels-ransomwares
https://www.cybermalveillance.gouv.fr/tous-nos-contenus/fiches-reflexes/rancongiciels-ransomwares
https://english.ncsc.nl/binaries/ncsc-en/documenten/factsheets/2020/june/30/factsheet-ransomware/71059_NCSC_FS%2BRansomeware%2BEN_WEB.pdf
https://english.ncsc.nl/binaries/ncsc-en/documenten/factsheets/2020/june/30/factsheet-ransomware/71059_NCSC_FS%2BRansomeware%2BEN_WEB.pdf
https://english.ncsc.nl/binaries/ncsc-en/documenten/factsheets/2020/june/30/factsheet-ransomware/71059_NCSC_FS%2BRansomeware%2BEN_WEB.pdf
https://english.ncsc.nl/binaries/ncsc-en/documenten/factsheets/2020/june/30/factsheet-ransomware/71059_NCSC_FS%2BRansomeware%2BEN_WEB.pdf
https://english.ncsc.nl/binaries/ncsc-en/documenten/factsheets/2020/june/30/factsheet-ransomware/71059_NCSC_FS%2BRansomeware%2BEN_WEB.pdf
https://www.bsi.bund.de/DE/Themen/Verbraucherinnen-und-Verbraucher/Cyber-Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Schadprogramme/Ransomware/ransomware_node.html
https://www.bsi.bund.de/DE/Themen/Verbraucherinnen-und-Verbraucher/Cyber-Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Schadprogramme/Ransomware/ransomware_node.html
https://www.bsi.bund.de/DE/Themen/Verbraucherinnen-und-Verbraucher/Cyber-Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Schadprogramme/Ransomware/ransomware_node.html
https://www.bsi.bund.de/DE/Themen/Verbraucherinnen-und-Verbraucher/Cyber-Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Schadprogramme/Ransomware/ransomware_node.html
https://atwork.safeonweb.be/tools-resources/cyber-attacks-what-do
https://atwork.safeonweb.be/tools-resources/cyber-attacks-what-do
https://atwork.safeonweb.be/tools-resources/cyber-attacks-what-do
https://www.kyberturvallisuuskeskus.fi/fi/ajankohtaista/mika-ihmeen-kiristyshaittaohjelma
https://www.kyberturvallisuuskeskus.fi/fi/ajankohtaista/mika-ihmeen-kiristyshaittaohjelma
https://www.kyberturvallisuuskeskus.fi/fi/ajankohtaista/mika-ihmeen-kiristyshaittaohjelma

4, EBEFNE

ENISA OERZRICEDIFHE EU OAHITIEEIFICH T2 FEERBOIE(C(E. EREFEESTEATIL-T, Y1
N=IBFEE. /UT(EAMEFN S, K 10 (T, IREHARIPICUNEI N> 7 M EERBGEHTIU—
ACHFEUEDTH S, )\IT1EXLNRBIBERNITI-LLTE LU, 240K 65%% H8iz. B1/\—IEFE
BN —TEERBEEERATIL T (& ZNENH 16%¢E 1.2%% 5z, E5(C 17%D1>3T > ME. TnNB0
FEHTIU-VWTNCHHER(TFEUDIIBENTES, [RBFJEDFESNT,

10 : 2024 £FIC EU OAFATIREPPICHU CEEY D FEER S N E RO &

93 1%
15,92 %
17,29 %
383
65,59 %
@ Hacktivism ' Unknown @ Cybercrime State Aligned

4.1 EREERAIIN-T

FIFRYAN—RIRF VIR ZHIEUIZ. 027 (APT28 LU 2024 £ 5 A. EU M5 _EIRRERE RUINEE

APT29) ¢HE (APT31. Earth Krahang. Storm-1849, (. APT28 (CLBEDERELE RAYRUFIINSE
APT17) (LIREBIBENTIBHEEINIBAIIN—THFHTERETHD  2AKTTITITA/N =2 A Fr >R — > IEEHL
LIRESNTZ, Tzo

2023 £ 11 ANS 2024 £ 2 BICHNF T, APT28 [F/ii— > Rery Fmmmmmmnm——=,
D34 FOBATHEBI RV, R—F> REZNEUISERBINHESRSN (0. %) . ZORAYIL—T3FE. CVE-
2023-23397 #BAU TR/ YT B EAZIZNEUEREEINTVS (52) . 2hld 2023 F(CERESNE
[SilencelUA )\ —#Htrr>oR-> () O—ETHZEEEENSW () 2024 £ 5 . CERT-PL (JEKF
HERARAZERE U APT28 DAE T T4 F > R—IHITREERF UL, CNE Headlace 4 /\wHR7
ZEMIZENTHZ © , CORATAEIRINFEMR (EUSPA) F—)LHFREFMZRAR (IfW

6°https ://securityintelligence.com/x-force/itg05-leverages-malware-arsenal/

Slhttps://harfanglab.io/en/insidethelab/compromised-routers-infrastructure-target-europe-caucasus/.

52https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Cyber-Sicherheitslage/Analysen-
undPrognosen/Threat-Intelligence/Aktive_ APT-Gruppen/aktive-apt-gruppen_node.html,

Shttps://www.wojsko-polskie.pl/woc/articles/aktualnosci-w/4#&%0-malicious ;&&h-against-microsoft-
exchangeservers/,

4https://cert.pl/en/posts/2024/05/apt28-Fv>R—>/,
%5https://go.recordedfuture.com/hubfs/reports/CTA-RU-2024-0530.pdf,



https://securityintelligence.com/x-force/itg05-leverages-malware-arsenal/
https://securityintelligence.com/x-force/itg05-leverages-malware-arsenal/
https://harfanglab.io/en/insidethelab/compromised-routers-infrastructure-target-europe-caucasus/
https://harfanglab.io/en/insidethelab/compromised-routers-infrastructure-target-europe-caucasus/
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Cyber-Sicherheitslage/Analysen-und-Prognosen/Threat-Intelligence/Aktive_APT-Gruppen/aktive-apt-gruppen_node.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Cyber-Sicherheitslage/Analysen-und-Prognosen/Threat-Intelligence/Aktive_APT-Gruppen/aktive-apt-gruppen_node.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Cyber-Sicherheitslage/Analysen-und-Prognosen/Threat-Intelligence/Aktive_APT-Gruppen/aktive-apt-gruppen_node.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Cyber-Sicherheitslage/Analysen-und-Prognosen/Threat-Intelligence/Aktive_APT-Gruppen/aktive-apt-gruppen_node.html
https://www.wojsko-polskie.pl/woc/articles/aktualnosci-w/detecting-malicious-activity-against-microsoft-exchange-servers/
https://www.wojsko-polskie.pl/woc/articles/aktualnosci-w/detecting-malicious-activity-against-microsoft-exchange-servers/
https://www.wojsko-polskie.pl/woc/articles/aktualnosci-w/detecting-malicious-activity-against-microsoft-exchange-servers/
https://www.wojsko-polskie.pl/woc/articles/aktualnosci-w/detecting-malicious-activity-against-microsoft-exchange-servers/
https://www.wojsko-polskie.pl/woc/articles/aktualnosci-w/detecting-malicious-activity-against-microsoft-exchange-servers/
https://www.wojsko-polskie.pl/woc/articles/aktualnosci-w/detecting-malicious-activity-against-microsoft-exchange-servers/
https://www.wojsko-polskie.pl/woc/articles/aktualnosci-w/detecting-malicious-activity-against-microsoft-exchange-servers/
https://www.wojsko-polskie.pl/woc/articles/aktualnosci-w/detecting-malicious-activity-against-microsoft-exchange-servers/
https://www.wojsko-polskie.pl/woc/articles/aktualnosci-w/detecting-malicious-activity-against-microsoft-exchange-servers/
https://www.wojsko-polskie.pl/woc/articles/aktualnosci-w/detecting-malicious-activity-against-microsoft-exchange-servers/
https://www.wojsko-polskie.pl/woc/articles/aktualnosci-w/detecting-malicious-activity-against-microsoft-exchange-servers/
https://www.wojsko-polskie.pl/woc/articles/aktualnosci-w/detecting-malicious-activity-against-microsoft-exchange-servers/
https://cert.pl/en/posts/2024/05/apt28-campaign/
https://cert.pl/en/posts/2024/05/apt28-campaign/
https://cert.pl/en/posts/2024/05/apt28-campaign/
https://go.recordedfuture.com/hubfs/reports/CTA-RU-2024-0530.pdf
https://go.recordedfuture.com/hubfs/reports/CTA-RU-2024-0530.pdf
https://go.recordedfuture.com/hubfs/reports/CTA-RU-2024-0530.pdf
https://go.recordedfuture.com/hubfs/reports/CTA-RU-2024-0530.pdf

Kiel) #Z0\ FNOBAFH LU NGO ZAZHIEL TWREIRESN TS 2024 &£ 4 B, APT28 (%
GooseEgg #ERL. Windows OJVU> N T-5—H—ERICHIFS CVE-2022-38028 AfEs514H=EALTL
BERESNTZ, TOFEBNERINE 2019 € 4 HFTHBEIEEMENHS. ©7 GooseEgg (&, FaI—0w/ COFUTF
HEBE ., ZEHLRE. SERIEPPIAER. NGO REZZMELESROY-ILELUTERSN TOLIDNHESREIN TS,

2024 & 6 A. ANSSI (3 APT29 (544 Midnight Blizzard. The Dukes. Nobelium. UAC-0215.
Earth Koshchei) h'J5> 2044 3ZR8:EMEBI#IZAYEL TWVBEEREEUTE, ANSSI (X APT29 % 3 D04 )L —JIC
#AU. Nobelium NMRKED 2021 LR, SNEMABOBLEEX-IL7H> M BRAU TISD BT - 9432
BEAEIZNEURETI1YS ) v oR— D EMURECERSCERUR. °° . 2024 € 10 B, APT29 (FXE7
T4 A=V REMEDARIE RDP Fo_R—>#EHEUR, ©° 70, BBIENA > I50BEREEL
&6 2024 & 8 BETICRIATNTLZ, Amazon ¥ Microsoft H—EX#4E0\, E(CHUFHES. NGO, B3,
IT T4 —OHRBRBREUE R OISR NTZ, /T 72 o COFPoR—OF7E8% (I EU IIEEEICIE, A—X
N7 N)LF—, FIIHFNE. T4 R RAY, FUSv, 15U7, SRETURNTZT, AS5>4 R—32 R, ML K
HIbe 200F7, RU1-FUHEENS. NATO ERRMNFEEHERS (ESA)
B, COFrIR=DOEN RO LS. BA. APT29 (SFaRRGEE OBRT
HEZIERE L TUVEEBERESINTVS . EARIIC(Z. JetBrains
Teamcity & Zimbra DS54z BAULIRE®. Microsoft Teams 77
ho> M BRUARNRL D 1y > ) 30> R— > OEREN RSN TL,

73

- B11:D37ICREISEHRESNIRAFEICLS EU DITEUM
T BEAOERMEINE (ABIFHRICEDQ

BRICAILE—, TTVR. RAYICFRTES BT - BEX— L5 — N\ —%ZMELT Zimbra OPOT/RESSIEERN
EFN3. I50R. RAYOBFTF - EEA— )T —/(-BIZHIEUZ Winter Vivern [C&B3RE (™) | 2022
£ 5 AN 2024 4 3 BICHNITIEARI EU MEBEOBATHRE#ZM U Goldenlackal (L& 212

() . #ULT GreenCube (UAC-0102 &0 UNC370 £E#) (C&3 Roundcube XSS ffessitz B
UIEREEIBEREERF v o= (FUSvER—35> ROBUF - BhE BB R a2 R 0iR AR E UTeL ERE SN TL
3) (%) nEIFBNB,

66https ://xfe-development.xforce.ibm.com/threats/guid:94a630af6a541814f46c892b299ffob5,

67https ://www.microsoft.com/en-us/security/blog/2024/04/22/analyzing-forest-blizzards-custom-post-
compromise-toolfor-exploiting-cve-2022-38028-to-obtain-credentials/

%8https://www.cert.ssi.gouv.fr/uploads/CERTFR-2024-CTI-006.pdf.
%https://cert.gov.ua/article/6281076.

7Ohttps ://aws.amazon.com/blogs/security/amazon-identified-internet-domains-abused-by-apt29/.

71https ://www.microsoft.com/en-us/security/blog/2024/10/29/midnight-blizzard-conducts-large-scale-spear-
phishingcampaign-using-rdp-files/,

72https://www.trendmicro.com/en_us/research/24/|/earth-koshchei.html,
73https://Www.ic3.gov/CSA/2024/241010.pdf.
7*https://go.recordedfuture.com/hubfs/reports/cta-2024-1209.pdf

7Shttps://www.welivesecurity.com/en/eset-research/mind-air-gap-goldenjackal-gooses-government-guardrails /.

7Shttps://web-assets.esetstatic.com/wls/en/papers/threat-reports/eset-apt-activity-report-q2-2024-q3-2024.pdf.



https://xfe-development.xforce.ibm.com/threats/guid:94a630af6a541814f46c892b299ff9b5
https://xfe-development.xforce.ibm.com/threats/guid:94a630af6a541814f46c892b299ff9b5
https://xfe-development.xforce.ibm.com/threats/guid:94a630af6a541814f46c892b299ff9b5
https://www.microsoft.com/en-us/security/blog/2024/04/22/analyzing-forest-blizzards-custom-post-compromise-tool-for-exploiting-cve-2022-38028-to-obtain-credentials/
https://www.microsoft.com/en-us/security/blog/2024/04/22/analyzing-forest-blizzards-custom-post-compromise-tool-for-exploiting-cve-2022-38028-to-obtain-credentials/
https://www.microsoft.com/en-us/security/blog/2024/04/22/analyzing-forest-blizzards-custom-post-compromise-tool-for-exploiting-cve-2022-38028-to-obtain-credentials/
https://www.cert.ssi.gouv.fr/uploads/CERTFR-2024-CTI-006.pdf
https://cert.gov.ua/article/6281076
https://aws.amazon.com/blogs/security/amazon-identified-internet-domains-abused-by-apt29/
https://aws.amazon.com/blogs/security/amazon-identified-internet-domains-abused-by-apt29/
https://aws.amazon.com/blogs/security/amazon-identified-internet-domains-abused-by-apt29/
https://aws.amazon.com/blogs/security/amazon-identified-internet-domains-abused-by-apt29/
https://aws.amazon.com/blogs/security/amazon-identified-internet-domains-abused-by-apt29/
https://aws.amazon.com/blogs/security/amazon-identified-internet-domains-abused-by-apt29/
https://www.microsoft.com/en-us/security/blog/2024/10/29/midnight-blizzard-conducts-large-scale-spear-phishing-campaign-using-rdp-files/
https://www.microsoft.com/en-us/security/blog/2024/10/29/midnight-blizzard-conducts-large-scale-spear-phishing-campaign-using-rdp-files/
https://www.microsoft.com/en-us/security/blog/2024/10/29/midnight-blizzard-conducts-large-scale-spear-phishing-campaign-using-rdp-files/
https://www.microsoft.com/en-us/security/blog/2024/10/29/midnight-blizzard-conducts-large-scale-spear-phishing-campaign-using-rdp-files/
https://www.trendmicro.com/en_us/research/24/l/earth-koshchei.html
https://www.trendmicro.com/en_us/research/24/l/earth-koshchei.html
https://www.trendmicro.com/en_us/research/24/l/earth-koshchei.html
https://www.ic3.gov/CSA/2024/241010.pdf
https://go.recordedfuture.com/hubfs/reports/cta-2024-1209.pdf
https://go.recordedfuture.com/hubfs/reports/cta-2024-1209.pdf
https://www.welivesecurity.com/en/eset-research/mind-air-gap-goldenjackal-gooses-government-guardrails/
https://www.welivesecurity.com/en/eset-research/mind-air-gap-goldenjackal-gooses-government-guardrails/
https://web-assets.esetstatic.com/wls/en/papers/threat-reports/eset-apt-activity-report-q2-2024-q3-2024.pdf
https://web-assets.esetstatic.com/wls/en/papers/threat-reports/eset-apt-activity-report-q2-2024-q3-2024.pdf
https://web-assets.esetstatic.com/wls/en/papers/threat-reports/eset-apt-activity-report-q2-2024-q3-2024.pdf
https://web-assets.esetstatic.com/wls/en/papers/threat-reports/eset-apt-activity-report-q2-2024-q3-2024.pdf

PIxED 2022 EEFIEENS 2024 £ 3 HE T, Earth Krahang (ZEESNBUFII Y- N—%=ERL. 45
([S)\UHY =8I —RZT7 DBATEEAEIZN E DB RIZE T 1y > i EEafiftUlz. 77 78 . 2024 £ 3
B. J4>5 RERIF APT31 1 2021 F(BEURIL T REEX—IY—\N—ADREZET 7 LT
froeERERURR. 7° . 2025 4E 5 A, FIIBUF(E 2022 LR, FIIMEADIEMZE Ry ND—I%IZH) LT
=% APT3 OAZEENCHIELRS . 2N, F11 EU BREERSONE% i-Soon MRHTTF181(2)82
BEEL TV EJEEMEN SV, 2024 £ 4 B, > X503 ArcaneDoor &I (EIN 2R R Y A\ -5 #k+v
IR=2%FEERUICe COF VI R=EIRES 2023 F 12 ALE. BUSFRB DIRFAY N — 282 =1 (C
LTLE® , P05/ 12ofz CVE-2024-20353 & CVE-2024-20359 #ZEFIL. Storm-1849 (3%
UAT4356) (d[Line Dancerl&lLine RunnerléEWys 2 DO4RE/\WIR7ZERUTLE, Ffe. 2024 £ 6
A& 7 BICAPT17 (B4 DeputyDog) WSERBUF>R—>THAAUTHUZRIEEN., TREEDLBUTEZEEKIC
LT Rat 9002 H'FIFEENR3 .

E 12 : PEICBETHEHESNIBAFIECLS EU AFEITHUH
BEADIFENIRE (AFRRIRICEDC) .

e ENISA (3. EU OAFTHUIAEN, EFESEEA LY ML
T, SP3TBGR - AEFH IS - EEEIRESIR Y MR —SUNED
FRNSBMERRNTHSLFHIEL TS, 2024 F(C EU 233t
TBHRBEIR R E LIRS N Y A N R R -V 321>
STYMD 2.5%ICBERVH, MEE (IP) HEDIES. EU
hBEOERZ2HEP EU B—HiB0RMNBRERE - lERIC
BERBREEEREITHEEDNFV.

4.2 YA N\-LFEOEES

2024 ., EU ORHITEHBZRNELIE YA N IBTRERIE. EIC5>YLD17-7X-7-9—EX (RaaS)
EFINHRIFL TV . RFOIB(FFZEN R\ RTHOLEDD, D ELED 8 DA > 27> NTEFHUINFE
FUREREEINTVS, 2RELT, 2P AUIY(E EU NIEECEOTREFZENOREVERHRO—ITHD. IE
SENST —IBIADIBATHHEERSN TS, BAN—ILFRITSRT ATHEERSNIAEREL TS, HEEOE
FIEOHRGRIRERE, Al OERBINNIRESN TS, X 13 [ EENEECLDZEOEFTHMESINA ST
> M BRIDIERRRI CHFELIBEDTH D,

B 13 : 2024 £F(C EU OARTREFIZFNEVEEERBNOY 1N —/F¥

77https ://www.trendmicro.com/en_us/research/24/c/earth-krahang.html,

78https ://www.trendmicro.com/en_us/research/24/b/earth-lusca-uses-geopolitical-lure-to-target-taiwan.html,

7*https://www.bleepingcomputer.com/news/security/finland-confirms-apt31-hackers-behind-2021-parliament-
breach/.

80https ://mzv.gov.cz/jnp/en/issues_and_press/press_releases/statement_by_ the_government_of the_czech.html,

8lhttps://www.seznamzpravy.cz/clanek/domaci-kauzy-ministerstvo-zahranici-se-stalo-tercem-kyberspionu-cinske-
vlady249478,
82https://cybule.cz/kyberneticke-utoky/unik-dat-i-soon-nabizi-vhled-do-kyberspionaznich-aktivit-ciny-mezi-obetmi-
ceskemzv/,

8https://blog.talosintelligence.com/arcanedoor-new-espionage-focused-F+>/X—>-found-targeting-perimeter-
networkdevices/.

84https://www.tgsoft.it/news/news_archivio.asp?id=1557&lang=eng.



https://www.trendmicro.com/en_us/research/24/c/earth-krahang.html
https://www.trendmicro.com/en_us/research/24/c/earth-krahang.html
https://www.trendmicro.com/en_us/research/24/c/earth-krahang.html
https://www.trendmicro.com/en_us/research/24/b/earth-lusca-uses-geopolitical-lure-to-target-taiwan.html
https://www.trendmicro.com/en_us/research/24/b/earth-lusca-uses-geopolitical-lure-to-target-taiwan.html
https://www.trendmicro.com/en_us/research/24/b/earth-lusca-uses-geopolitical-lure-to-target-taiwan.html
https://www.bleepingcomputer.com/news/security/finland-confirms-apt31-hackers-behind-2021-parliament-breach/
https://www.bleepingcomputer.com/news/security/finland-confirms-apt31-hackers-behind-2021-parliament-breach/
https://www.bleepingcomputer.com/news/security/finland-confirms-apt31-hackers-behind-2021-parliament-breach/
https://www.bleepingcomputer.com/news/security/finland-confirms-apt31-hackers-behind-2021-parliament-breach/
https://mzv.gov.cz/jnp/en/issues_and_press/press_releases/statement_by_the_government_of_the_czech.html
https://mzv.gov.cz/jnp/en/issues_and_press/press_releases/statement_by_the_government_of_the_czech.html
https://www.seznamzpravy.cz/clanek/domaci-kauzy-ministerstvo-zahranici-se-stalo-tercem-kyberspionu-cinske-vlady-249478
https://www.seznamzpravy.cz/clanek/domaci-kauzy-ministerstvo-zahranici-se-stalo-tercem-kyberspionu-cinske-vlady-249478
https://www.seznamzpravy.cz/clanek/domaci-kauzy-ministerstvo-zahranici-se-stalo-tercem-kyberspionu-cinske-vlady-249478
https://cybule.cz/kyberneticke-utoky/unik-dat-i-soon-nabizi-vhled-do-kyberspionaznich-aktivit-ciny-mezi-obetmi-ceske-mzv/
https://cybule.cz/kyberneticke-utoky/unik-dat-i-soon-nabizi-vhled-do-kyberspionaznich-aktivit-ciny-mezi-obetmi-ceske-mzv/
https://cybule.cz/kyberneticke-utoky/unik-dat-i-soon-nabizi-vhled-do-kyberspionaznich-aktivit-ciny-mezi-obetmi-ceske-mzv/
https://cybule.cz/kyberneticke-utoky/unik-dat-i-soon-nabizi-vhled-do-kyberspionaznich-aktivit-ciny-mezi-obetmi-ceske-mzv/
https://blog.talosintelligence.com/arcanedoor-new-espionage-focused-campaign-found-targeting-perimeter-network-devices/
https://blog.talosintelligence.com/arcanedoor-new-espionage-focused-campaign-found-targeting-perimeter-network-devices/
https://blog.talosintelligence.com/arcanedoor-new-espionage-focused-campaign-found-targeting-perimeter-network-devices/
https://www.tgsoft.it/news/news_archivio.asp?id=1557&lang=eng
https://www.tgsoft.it/news/news_archivio.asp?id=1557&lang=eng

4,35 % 1,14%

30,68%

68,18 %

-95,65 %

@ Intrusion Unauthorised Access @ Malware @ Data Breach Unknown

2024 £, LockBit BS:EE(IT — YR IE S b2 B AL 92 _ERIBTET IV EILAL. DDoS IEPY 1Y
A MR AZINZ L L EBRTISET IV EEER., CNICEDIEEBADE &SNz, 2024 F(EFz, =KX
—=F4D IT- ABH—ERT7TINA Y -ADFR G R ERN RSN TD—HIH, 2024 £ 1 B(Z Akira 5>Y
LIT7IIN—TCEBIERDTIRY -5 —Tietoevry ADIEETHD., CNiE MERITESHERLVT—E
TS5y NIA—AICEE RS X 9120 ORDI—T D BATHBE S LUEARICEEA RFURS . &5(2, OvpE
wh 3.0 I —FCEB R - NFIOFZEED IT 12 TADIRE(L, BT REESDFEBNC DN R, °

DEEIHRAEL THETHD, T2H—I592 RIA—F LTI

FFRy NI~ IADERE VPN £ RDP 77 ANEESNTLS,

=5 REIS1= — 330 2> — 0I5 RER &> o3 LOCKBIt (@ 2022 ScRUAURRMSNT Y YAD

YMOFIERHEN 7,000~15,000 KL TIREEN T T7RIETED. T —TAABEEROmIS(&o

B85 (7). BIOBHIELT, AT HREER-IADE CBVBciU. 2024 42 5 24 B ESTHEIC

fi%?’]’clﬁ@ﬂ&%ﬁﬁﬁﬁéﬂfh% (88 ) . JIZDVF%ZF’]DJZ{’F%ZJ(Z&DTfﬁEﬂb‘ﬂﬁ%&ﬂ\ &)
BLFFEBS LIRS, LockBit (& DLS

(9—991TZAN7) ZRRICBRUEO0, BiE

#E#ED LockBit ([CX I HEFAIMME T U,

LockBit 3.0 EJLF— (B4 LockBit Black EJLS
—) (&, 2022 F3KIC LockBit BFEE(CIOTHRt
&NJz. LockBit DAREATHES. —HBD7I4UIA
Mot d4( N—IEFRI I —THCOEIS —%EREL
TEEZREEUIZ. €O—HFIN CosmicBeetle J)l
—JTHO. ESET HAFTE(CLOT 2024 F(CHEER
ncua,

Phttps://www.svt.se/nyheter/inrikes/120-myndigheter-drabbade-av-it-attack-tiotusentals-anstallda. (&®

88https://www.laopiniondemurcia.es/municipios/2024/03/31/ayuntamiento-torre-pacheco-sufre-
ciberataque100474480.html,

87

%https://www.redhotcyber.com/post/in-vendita-laccesso-al-potale-della-protezione-civile-italiana/.


https://www.laopiniondemurcia.es/municipios/2024/03/31/ayuntamiento-torre-pacheco-sufre-ciberataque-100474480.html
https://www.svt.se/nyheter/inrikes/120-myndigheter-drabbade-av-it-attack-tiotusentals-anstallda
https://www.svt.se/nyheter/inrikes/120-myndigheter-drabbade-av-it-attack-tiotusentals-anstallda
https://www.laopiniondemurcia.es/municipios/2024/03/31/ayuntamiento-torre-pacheco-sufre-ciberataque-100474480.html
https://www.laopiniondemurcia.es/municipios/2024/03/31/ayuntamiento-torre-pacheco-sufre-ciberataque-100474480.html
https://www.laopiniondemurcia.es/municipios/2024/03/31/ayuntamiento-torre-pacheco-sufre-ciberataque-100474480.html
https://www.redhotcyber.com/post/in-vendita-laccesso-al-potale-della-protezione-civile-italiana/
https://www.redhotcyber.com/post/in-vendita-laccesso-al-potale-della-protezione-civile-italiana/
https://www.redhotcyber.com/post/in-vendita-laccesso-al-potale-della-protezione-civile-italiana/

B2, 2024 FE(C(F Al BERULRY—3SvILI> S 27U 0 R — > OIENH RSNz, 80 °° E7HEES(E
BREIO—B5E® AL £ IS IOV TEEZFEL TS, 0L 9293

HREHARIF. HANIESRE(HEROST > Y ATV EEZERAL. $5(C RaaS (Ransomware-as-a-
Service) 0935 L%@8U TRRUE, DLS T—4(CEDFE, 2024 £(C EU OAFITRERFICHL TREEL
BRENEIY ADI 7RI, RansomHub. LockBit 3.0. 8Base & N3,

2024 £ 2 BIHTAFENTE RansomHub (&, #FREHARIFIC EU OARITEEFIC T35 A0
BREOEML (20.7%) LRIz, D RaaS EEE L LEELU. RansomHub (E&DDEYELD RaaS EE%17o
TLW%, RansomHub OHEEMRR SR EZIAVBAHZEIRL. 207 RansomHub EEE(C 10%DF 2K
BEZISEREINTNS™ *°

8Base (& 2023 FHIFEANSIERN T 25O YADITEEMRMTHD. 2024 F2BU T _ETIGIREZHKGTL TL
BLIRESNTVS. CNEEIFZYLIITAVEITIID 5.6%%Z 583, IWEE(DEE. T-IESLENFH)—
T4 MOIIZR- v — B8O (CEEUZ. BRMNBEAZRNEVRETE BREZIFHOENES
H2EkAiELT. GDPR SIRIOTTEEMCS R I 2R EERENR NI, °° ¥

THIIDEEE 2023 F 3 BUMEESENIE52YAVIV - 7YX -7 -H—-EX (RaaS) JI-TTd. kEH
. 7H5EBRVI-T U ONHITEHEEOHZ RN EL TEENUEIRESNTVSH ST ADITA2S T
R0 5.6%%Z 5%, 2024 £ 4 B 18 H. EC3. NCSC-NL. FBI. CISA (3#FT Akira 5>YAD17(CE8
IRIMETEFRUL, 2024 F 2 AFTOFBCEDE, TOMIN, £4il7. ZE0IKEZEFRL TV, B
—J(& 250 A L OfEfEIEL . (RABBE TH) 4200 IR NIAEZOBR &SR, *°

NIA=XAVH=FaF )&, DiKed 2023 F 10 BUBEEELTWSIOYAILIT - 7R -7 - H—EX
(RaaS) JIL—TI, Picus Security (&, /\>7—=ZXDOTLATvH% Hive OI—RETAICHRL. EABEIBESD

BICBIIAEN BTEBIN LT —FTEUL —F > &850 TV |, I\ AA—X A2 —F33H)UEERY-IH9( b
(DLS) mBUT. \JEFERAFRTHIEERL TV, #51F/\TDY—ZA0—ReA > I5%BUS U I T IV —T

“https://www.fnlondon.com/articles/it-sounds-like-me-even-though-its-not-me-deepfake-scams-put-city-firms-
on-highalert-cb6a2bb6.

Phttps://www.enisa.europa.eu/sites/default/files/2024-

“'https://safeonweb.be/en/news/beware-investment-fraud-exploiting-deepfakes.

“https://www.incibe.es/linea-de-ayuda-en-ciberseguridad/casos-reales/nuevo-metodo-de-fraude-usando-la-voz-
de-unfamiliar-creada-con-inteligencia-artificial.

“https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Informationen-
undEmpfehlungen/Kuenstliche-Intelligenz/Deepfakes/deepfakes_node.html.

“"https://www.trendmicro.com/vinfo/us/security/news/ransomware-spotlight/ransomware-spotlight-ransomhub.
“https://www.scmagazine.com/news/takedowns-spark-affiliate-bidding-war-among-ransomware-gangs.
“https://almond.eu/wp-content/uploads/Almond-x-Amossys-8Base.pdf.

972025 £ 2 B. BN EZREENFAREUESO EU MNBECLZ/EE T, 27 B0IYYR- 7RO M—)L (C2) H—/{—%HLY
L. 4 BOEBESEHLSNZAMEEHUELC” (°7 -8Base OF —FmE Y1 MEBITHEARIC Lo TIRINEN  EFPISERF (FBI) . 3
EEZICFEM KT (NCA) |« RAY-F1I- A AREDEF P E LRI OO T W FR RSN AP B NME RSN T,

“Phttps://www.cisa.gov/news-events/cybersecurity-advisories/aa24-109a.

“https://www.picussecurity.com/resource/blog/hunters-international-ransomware.


https://www.fnlondon.com/articles/it-sounds-like-me-even-though-its-not-me-deepfake-scams-put-city-firms-on-high-alert-cb6a2bb6
https://www.fnlondon.com/articles/it-sounds-like-me-even-though-its-not-me-deepfake-scams-put-city-firms-on-high-alert-cb6a2bb6
https://www.fnlondon.com/articles/it-sounds-like-me-even-though-its-not-me-deepfake-scams-put-city-firms-on-high-alert-cb6a2bb6
https://www.fnlondon.com/articles/it-sounds-like-me-even-though-its-not-me-deepfake-scams-put-city-firms-on-high-alert-cb6a2bb6
https://safeonweb.be/en/news/beware-investment-fraud-exploiting-deepfakes
https://safeonweb.be/en/news/beware-investment-fraud-exploiting-deepfakes
https://safeonweb.be/en/news/beware-investment-fraud-exploiting-deepfakes
https://www.incibe.es/linea-de-ayuda-en-ciberseguridad/casos-reales/nuevo-metodo-de-fraude-usando-la-voz-de-un-familiar-creada-con-inteligencia-artificial
https://www.incibe.es/linea-de-ayuda-en-ciberseguridad/casos-reales/nuevo-metodo-de-fraude-usando-la-voz-de-un-familiar-creada-con-inteligencia-artificial
https://www.incibe.es/linea-de-ayuda-en-ciberseguridad/casos-reales/nuevo-metodo-de-fraude-usando-la-voz-de-un-familiar-creada-con-inteligencia-artificial
https://www.incibe.es/linea-de-ayuda-en-ciberseguridad/casos-reales/nuevo-metodo-de-fraude-usando-la-voz-de-un-familiar-creada-con-inteligencia-artificial
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Kuenstliche-Intelligenz/Deepfakes/deepfakes_node.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Kuenstliche-Intelligenz/Deepfakes/deepfakes_node.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Kuenstliche-Intelligenz/Deepfakes/deepfakes_node.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Kuenstliche-Intelligenz/Deepfakes/deepfakes_node.html
https://www.trendmicro.com/vinfo/us/security/news/ransomware-spotlight/ransomware-spotlight-ransomhub
https://www.trendmicro.com/vinfo/us/security/news/ransomware-spotlight/ransomware-spotlight-ransomhub
https://www.trendmicro.com/vinfo/us/security/news/ransomware-spotlight/ransomware-spotlight-ransomhub
https://www.scmagazine.com/news/takedowns-spark-affiliate-bidding-war-among-ransomware-gangs
https://www.scmagazine.com/news/takedowns-spark-affiliate-bidding-war-among-ransomware-gangs
https://www.scmagazine.com/news/takedowns-spark-affiliate-bidding-war-among-ransomware-gangs
https://almond.eu/wp-content/uploads/Almond-x-Amossys-8Base.pdf
https://almond.eu/wp-content/uploads/Almond-x-Amossys-8Base.pdf
https://almond.eu/wp-content/uploads/Almond-x-Amossys-8Base.pdf
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-109a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-109a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-109a
https://www.picussecurity.com/resource/blog/hunters-international-ransomware
https://www.picussecurity.com/resource/blog/hunters-international-ransomware
https://www.picussecurity.com/resource/blog/hunters-international-ransomware

FEBRARTWS, 10, @HIL—THA >3 7> M ERUESBHICE, T52R ARA > AD1—T > DEAKREHT®
HISHERAN S TN, 2. SO ADITRELREED 5.6%% 5H TS, 101 102103

e ENISA (3. EU OASTIREFIN AR MBS, B N—RFREICLOTIFHSRIRNTHHET
fliLTVS. —BFTRALIFRLEL. EU H—THiIBOMEEC— N BB S LTRENH3600. Th
5MiEENZ EU MBEDERELFREICRZEERIFSRH R,

4.3 \OT1ERI

2024 £(C EU ONHITBHEREZIERN E U/ DT EANEEN L. (AT ADF —BIENMEICESEL TEIREN. O
S TP D)4 HERGE ORI S L DI BIF B EFEU DL EN S Ho Tz, EEMICFAF S BB AD
1794 MO&EFFR—4ILHEENTZ. NoName057(16). Anonymous Sudan. UserSec BEDJ L -4,
T3 B THRBE (/RO ST ERUI. BA0E RN IBFFR -4t S TEAERE THole. $RESHA
B, FEEETOMBEND R EE—EIERN BT, IRTED/EEIEZZ(IRENTHD (J\WIATI AT
LDERENHEREINT -y OBIRIFELRLY) « RENREFHOEBEE> ST NSO MERL
TLWa,

NoName057(16) (0> 7 R0\ I71EXNERITHD, 2024 F(CRRINEES sk THUARIENMICE D
DD0S WEFv > R—2%ERUIC, CNICEDNAFATRE I 2R E I 2 R0EFRR) U7 EXNEFD—DER
ofe. B —TE, O T ORI HE RBEINZE 2 ([CHWT. REFTFRUABIFOIITHA ~, —Hfi%
BT IAINY—ER, 5 EBEDA > IHZENEUR, HIZ(E 6 B 3 BhS 9 BICNITEESN 1828 E
RICEBIOpEU Election]Fv>_—>Tld. 14 ONNEEEORFE - HEER-FIEZRNEL, TIFEICTUITY
eI OTONEARREREE B [ LR AT, 191 100,

2024 F(ZFRAY, RSV R, TFVRA AFV7 HMEDRUIREIER DTz NoName057(16)[ET LI S AFv>FIL
TEHN(CREENARL, BEEZEIRIDEEDC, RT)—>23y MO R DL e ST EEEI DV
NELTWS. B -TO5EENE. EU NEECEZVIF1FADBUAH - ESBHIBAORISERAN . EBY
—EROPHELBFNOERERME T ZEHEL TS,

People’s Cyber Army / Cyber Army of Russia Reborn (CARR) (3. Sandworm (APT44 &L
TEAISNB) I —TERVFEEE TREENHDEEN IR0 TIRI N —TTHD. 1°° %7 , 2024 FABUTE
EU. F(COS7OFIZRICHRIIIEAHRENBE 4 | 4F(C EU ZELVI51FT 2538 T DE 2 DAIITERERE %
ZEHEUE DDoS &1,

(11%). HackNeT &15730. CARR (3/NUTRIESNIEAU EWIBAZRIICUTz. 2024 £ 6 A, W)L —J1318
EDIZ>ABFFHA MU T DDoS ATV, COiEENZ[2024 £F£/\UAU> EvIRTDOERFLEIIRERRS &2
RERIAL. BOBRHZ T API PETAZN - AOREEFIZEUIERAIT M RB U, J502HB(E.

https://www.acronis.com/en-us/cyber-protection-center/posts/hunters-international-new-ransomware-based-
on-hivesource-code

https://x.com/FalconFeedsio/status/1857032281531035846
https://cybelangel.com/unmasking-noname05716/
https://www.radware.com/blog/security/uncovering-the-hacktivist-cyberattacks-targeting-the-eu-election
https://services.google.com/fh/files/misc/apt44-unearthing-sandworm.pdf

https://cloud.google.com/blog/topics/threat-intelligence/gru-disruptive-playbook/


https://www.acronis.com/en-us/cyber-protection-center/posts/hunters-international-new-ransomware-based-on-hive-source-code
https://www.acronis.com/en-us/cyber-protection-center/posts/hunters-international-new-ransomware-based-on-hive-source-code
https://www.acronis.com/en-us/cyber-protection-center/posts/hunters-international-new-ransomware-based-on-hive-source-code
https://www.acronis.com/en-us/cyber-protection-center/posts/hunters-international-new-ransomware-based-on-hive-source-code
https://x.com/FalconFeedsio/status/1857032281531035846
https://x.com/FalconFeedsio/status/1857032281531035846
https://cybelangel.com/unmasking-noname05716/
https://cybelangel.com/unmasking-noname05716/
https://cybelangel.com/unmasking-noname05716/
https://cybelangel.com/unmasking-noname05716/
https://www.radware.com/blog/security/uncovering-the-hacktivist-cyberattacks-targeting-the-eu-election
https://www.radware.com/blog/security/uncovering-the-hacktivist-cyberattacks-targeting-the-eu-election
https://www.radware.com/blog/security/uncovering-the-hacktivist-cyberattacks-targeting-the-eu-election
https://services.google.com/fh/files/misc/apt44-unearthing-sandworm.pdf
https://services.google.com/fh/files/misc/apt44-unearthing-sandworm.pdf
https://services.google.com/fh/files/misc/apt44-unearthing-sandworm.pdf
https://cloud.google.com/blog/topics/threat-intelligence/gru-disruptive-playbook/
https://cloud.google.com/blog/topics/threat-intelligence/gru-disruptive-playbook/
https://cloud.google.com/blog/topics/threat-intelligence/gru-disruptive-playbook/

NBOTZNRIZ) CUFTEE A AR RS ANSM TRERIOY —E 2B IENFAE Uz e afERUR, 108

109 110 111
o

CyberDragon (. 2024 £(C EU O AHATEHERZAZENELISROS 7RI IV —TO— D Tolz, E(CHS B
SEARHISEF DA > J3(CX 9% DDoS EEICEmz H T TV

2024 F (& FIOHFE. 7>X -9 IARZT. RAY UNTZVOITET 5y M A — AP BEEAY —EXNMER
Iz, WEDFrIR-T(F, (CHBFDMEF N ENMERFIAZEICL TV, FIZE 2 B 28 HOT XI5
FRNOWE(L, BRRICHRIN—EORE(CHED M. NI TOX—INDI54FH(hRT =250
2EEZHSURCE. 284700 B1-00FEIR/ W —S0FEKR. LTI BRI ISAFEOR
TRRERHZERICT DD DEFEUCERENEENS, 112 1P 14

A=N=TLA AEROS 7RI I —TTHD. 2024 FE(CERNESADITEHLEC I RILE— - TSIINA>TFHE
DEEADIFTHZENELRE DDoS IRE»0II YA NS AICBESUECE TERRED, COTIN—-T TS5 -1
59> RIA—S LAPBER LAY T — ST 5y NIA— LU TCEEIL. ZT TR N — 2L A FHEELTL)

3. 11° 2024 ££ 9 A. OverFlame (& NoName057(16)E 0. BFFIIIHA b, 225, &Rty —E 2. U1
—EESEB PR ST 40 KL EOA -2 N 7BEARIZN LUz —ED DDoS IRE#RITUR. 11° . INH0D

DDoS WE(IA—-A N7 EEFHAR P (CREUR.

PIEE 2023 & 6 ANSIEEILTUVSE \NAH8H# RipperSec (&, 2024 F(CH/N\—E8z@{tUr.
(3B RIFED DDoS Y—ILI MegaMedusalZ{ERU. I52 A A=XRIT 19U7 . NLF—-DRHEITEEBRT
ZIERIEUTZ DDOoS WE(SEN UL, BADIE(FE DD0oS FRO 2.6%% Loz, SDESNIATADF—(C
BEENEN., A ASTIVZZIBUTVBERBRENDIE L . 1 ASLBIEDFHIZE(CR T B1TEIZENDE RIGENBE 4
HZERELTVBMY

14 Tl&. ENISA B8R TBIC)\IFTAEZANCL RS T > MR RU TS,

https://cyble.com/blog/hacktivist-groups-peoples-cyber-army-and-hacknet-launch-trial-ddos-attacks-on-
frenchwebsites-prior-to-the-onslaught-during-paris-olympics/

https://cointelegraph.com/news/cyberattacks-target-french-government-websites-report
https://t.me/CyberArmyofRussia_Reborn/8273
https://t.me/CyberArmyofRussia_Reborn/8276
https://kyivindependent.com/denmark-to-donate-all-its-artillery-to-ukraine-says-pm/

https://www.reuters.com/world/europe/denmark-unveils-ukraine-aid-package-urges-allies-give-more-2024-02-
22/

https://www.reuters.com/world/europe/danish-pm-frederiksen-meets-ukraines-zelenskiy-lviv-2024-02-23/

"Shttps://www.radware.com/security/threat-advisories-and-attack-reports/pro-russian-hacktivists-target-
organizationsin-austria-with-ddos-attack-campaign/

https://therecord.media/austria-websites-ddos-incidents-pro-russia-hacktivists

https://www.radware.com/blog/security/megamedusa-rippersec-public-web-ddos-attack-tool/


https://cyble.com/blog/hacktivist-groups-peoples-cyber-army-and-hacknet-launch-trial-ddos-attacks-on-french-websites-prior-to-the-onslaught-during-paris-olympics/
https://cyble.com/blog/hacktivist-groups-peoples-cyber-army-and-hacknet-launch-trial-ddos-attacks-on-french-websites-prior-to-the-onslaught-during-paris-olympics/
https://cyble.com/blog/hacktivist-groups-peoples-cyber-army-and-hacknet-launch-trial-ddos-attacks-on-french-websites-prior-to-the-onslaught-during-paris-olympics/
https://cyble.com/blog/hacktivist-groups-peoples-cyber-army-and-hacknet-launch-trial-ddos-attacks-on-french-websites-prior-to-the-onslaught-during-paris-olympics/
https://cointelegraph.com/news/cyberattacks-target-french-government-websites-report
https://cointelegraph.com/news/cyberattacks-target-french-government-websites-report
https://cointelegraph.com/news/cyberattacks-target-french-government-websites-report
https://t.me/CyberArmyofRussia_Reborn/8273
https://t.me/CyberArmyofRussia_Reborn/8273
https://t.me/CyberArmyofRussia_Reborn/8276
https://t.me/CyberArmyofRussia_Reborn/8276
https://kyivindependent.com/denmark-to-donate-all-its-artillery-to-ukraine-says-pm/
https://kyivindependent.com/denmark-to-donate-all-its-artillery-to-ukraine-says-pm/
https://kyivindependent.com/denmark-to-donate-all-its-artillery-to-ukraine-says-pm/
https://www.reuters.com/world/europe/denmark-unveils-ukraine-aid-package-urges-allies-give-more-2024-02-22/
https://www.reuters.com/world/europe/denmark-unveils-ukraine-aid-package-urges-allies-give-more-2024-02-22/
https://www.reuters.com/world/europe/denmark-unveils-ukraine-aid-package-urges-allies-give-more-2024-02-22/
https://www.reuters.com/world/europe/denmark-unveils-ukraine-aid-package-urges-allies-give-more-2024-02-22/
https://www.reuters.com/world/europe/danish-pm-frederiksen-meets-ukraines-zelenskiy-lviv-2024-02-23/
https://www.reuters.com/world/europe/danish-pm-frederiksen-meets-ukraines-zelenskiy-lviv-2024-02-23/
https://www.reuters.com/world/europe/danish-pm-frederiksen-meets-ukraines-zelenskiy-lviv-2024-02-23/
https://www.radware.com/security/threat-advisories-and-attack-reports/pro-russian-hacktivists-target-organizations-in-austria-with-ddos-attack-campaign/
https://www.radware.com/security/threat-advisories-and-attack-reports/pro-russian-hacktivists-target-organizations-in-austria-with-ddos-attack-campaign/
https://www.radware.com/security/threat-advisories-and-attack-reports/pro-russian-hacktivists-target-organizations-in-austria-with-ddos-attack-campaign/
https://therecord.media/austria-websites-ddos-incidents-pro-russia-hacktivists
https://therecord.media/austria-websites-ddos-incidents-pro-russia-hacktivists
https://therecord.media/austria-websites-ddos-incidents-pro-russia-hacktivists
https://www.radware.com/blog/security/megamedusa-rippersec-public-web-ddos-attack-tool/
https://www.radware.com/blog/security/megamedusa-rippersec-public-web-ddos-attack-tool/
https://www.radware.com/blog/security/megamedusa-rippersec-public-web-ddos-attack-tool/

B 14 : 2024 £ EU D3TBEFICAFTINITIEAMCEB12SF70 b

3,85%

’ "

96,15 %

@ Intrusion DDoS

#5805 DDoS IhE, /\ U7 EANERCEDNTRA ST D 95% U _EH DDoS IRELofz, Z<DIEF
PIR= (B R ER R E IR ICERED . HF(IC EU D54 F S4B NATO AN SREB oIz, FIZIE 1 B

MEDSRET - RAYBFFR—IIADIRE (L, EU SEICLZDI51( T iE R AR RICUR S 119 120 121
1227 BIZ(E NoName057(16)1* 50 I EDIE R {HENS . ZOZIRRA VL EU DR EREE#{b% 1S

SRS HABRAZHIE LT, 123 129 120 126 127 3889 q) EU WIEAEH R BICRRIERDFvoR—DEFE. 1
A 17 BIZ(E NoName057(16)hN\IL+—TF . FIIFhe. T3/\NHZBBAODKE R FRULEEHIH G

128
50 o

IOV =33y BADBITERRIERIENI MU, 825005 h 2023 FERICAFEN/E Rapid-Reset #iifiz
SIBLTW3, 127 , ZORMMEAVBIE T, INEE IRy NI — B HZER T3 E(CRRIILTWS,

POIEBOt I -EBVEEEFIIR—IE £ 10%0T -2 Tld, BIUBZEEN SR S22 0@ RS
PIRIF—-BHER—Y)Z2FERFCARA(CUIZ. BIZ(E 2024 £ 12 A 28 H. NoName057(16)7IL—T(E14
UT7HNEEEZS /D DOEBRZEBOIITHA MARICL A FUTDII5AF SHAB(CIT I DEABIEBAS U,

e ENISA (3. EU O2ATIEIPIN, BELZEU CEEEERDHLSETHTADF —(CEIHEDFENTING
TAEAMEEICES T, HICRABDREHRIRITHSLFHIAL TWS. NITIEANEEZD DDoS Fv>

https://t.me/noname05716/5616
https://t.me/noname05716/5629
https://t.me/noname05716/56617?single

121
https://t.me/noname05716/58047?single
https://t.me/CyberArmyofRussia_Reborn/8897
https://t.me/hOlyleague/13
https://t.me/CyberArmyofRussia_Reborn/9017?single
https://t.me/CyberVolk_K/227
https://t.me/privetOTof222/137
https://t.me/noname05716/5693
https://blog.cloudflare.com/zero-day-rapid-reset-http2-record-breaking-ddos-attack

https://www.reuters.com/technology/cybersecurity/cyber-attack-italys-foreign-ministry-airports-claimed-by-
prorussian-hacker-2024-12-28


https://t.me/noname05716/5616
https://t.me/noname05716/5616
https://t.me/noname05716/5616
https://t.me/noname05716/5629
https://t.me/noname05716/5629
https://t.me/noname05716/5661?single
https://t.me/noname05716/5661?single
https://t.me/noname05716/5804?single
https://t.me/noname05716/5804?single
https://t.me/CyberArmyofRussia_Reborn/8897
https://t.me/CyberArmyofRussia_Reborn/8897
https://t.me/h0lyleague/13
https://t.me/h0lyleague/13
https://t.me/CyberArmyofRussia_Reborn/9017?single
https://t.me/CyberArmyofRussia_Reborn/9017?single
https://t.me/CyberVolk_K/227
https://t.me/CyberVolk_K/227
https://t.me/privetOTof222/137
https://t.me/privetOTof222/137
https://t.me/noname05716/5693
https://t.me/noname05716/5693
https://blog.cloudflare.com/zero-day-rapid-reset-http2-record-breaking-ddos-attack
https://blog.cloudflare.com/zero-day-rapid-reset-http2-record-breaking-ddos-attack
https://blog.cloudflare.com/zero-day-rapid-reset-http2-record-breaking-ddos-attack
https://www.reuters.com/technology/cybersecurity/cyber-attack-italys-foreign-ministry-airports-claimed-by-pro-russian-hacker-2024-12-28
https://www.reuters.com/technology/cybersecurity/cyber-attack-italys-foreign-ministry-airports-claimed-by-pro-russian-hacker-2024-12-28
https://www.reuters.com/technology/cybersecurity/cyber-attack-italys-foreign-ministry-airports-claimed-by-pro-russian-hacker-2024-12-28
https://www.reuters.com/technology/cybersecurity/cyber-attack-italys-foreign-ministry-airports-claimed-by-pro-russian-hacker-2024-12-28

R—YIC&BER LDFZERKAREVTRENTSHD. Ch50DiEENH EU EBEOEREZSREP EU
H—miBOHEEEZIRR ST HETE IR,



5. Rl

2024 € 1 A5 12 BEFTOYAN—F1YT41>> 57> batflE. EU OARFHATEEBPI(CBIL TLKONDE
BRIARBZRUTWS . DHEATIEFIMRALL CTEELBIREI THS. ENISA OEBFIBIBRART T TAX> M
—LOREET(E, FFHEARDSTRHEAICE, EU OAFATIEFINROSRZE AR ESNBEBPITHDEUT D, CD
BBFI(E. FZED/\EL) DDoS WEDRL . YA\ -3/ ERkFv> R —> Ok H(CIEE I 2RI AEMENMBRD TR,

EU OAFATEEBFICHNT, ENISA (& 2025 FICATFOEAA RSN DETFRIL TLS,

e DDoS KZE DR, EEDOYIY MEDEEANY MeHul(C, DDoS IEFv> -kt g5 0]
BEMEN RV 2L, EAREBIEZSISHRIIERFBUVESD,

o EREHEEE), 0> 7EHESSUREREMEATIL-TH, ElgHI7T—SINEZBHIELT EU O
ITIEBFIC T A\ —SRIRF >R -2 &k T SETREMEN' R,

o AL ZBEAUEY—-3ANIVIZFUSIETA=TITIA TR, LB LLM, SRR, BARHR
Y=y 2T RAZT49S VI REE  SRIER/BIBIROILECFI SN S TN S L\ TSRO
I52E X, HEmIRFPEROBIRZBNEUFr RN BRSNS RIAHT,

o IVYADUIFT.EU OAHITEEFICH I IS ERNBIT ST LADI TS M GL ., ET0OELLZ
SlERITETERIND.

INSOFRMERG, EU A/ R CH I BEBIRGIEE AROVEEOM S ZEN T . AL BEBIE T v > (3
HEMOEVMRT —YREBEZIEEL. BusfiOARH LOEFEZ5ISEITURIN DS . ZEDIGFroN
=& BIR-), BF ID SZF7L. BHIBREEI AT AREDY —EREILZILKREE, TIIIEFAD
SRZIERIURINGD D, BT F1 -2 IEFEROMERZERHCRE I 2UAINGD, ERZEZ I IE0HE
HHEPBUARNSZZDIBARZBURINGS.

NHATIEBFIN NIS2 FEHOMRICEFN, TOEBEMNEHAN TVSLZEFER . AIREZDRETIE,
ENISA D BRI SRR ICXIAL I BT DRk FAE L ERREE 238 L I BTesh D —E DR MBS RIRZIRER T
Do



6. €5

BT O1E= (3. EU OARATBEHER [CE e EARRNIRITENEE THD. cNBE. BEI/5-0BREIAR (K&
M DDoS WE, ZEUT —YBEA> ST M #EEENRIOYADIT ., BREEFR-Y) ((RE
WMABERO TS, BBRE (IS EDIEFECEICIR R I D,

6.1 DDoS EJ&E

DEEY-CIETRIRE (DDoS) W&ESERI BRI T THIIENS, ENISA (F7—F77FrDLSUT>
ALERERRESZ58 LI DX REZIRET Do

o EERR-IIBAL (BT, #Ea BEARY(N) 2 BEREORYNI—0- 7TV -2 EREZRA
A2 F7YFUNY—-2yhT— (CDN) /D1T7TVT—23>Tr47 A=) (WAF) OBERICETRID.
DDoS Fv> AR (Il A ZIRIE T D128, CDN/WAF W7D A7 AICRET BHI(C S T4 RN -
TAWAUZIU, Y-E2Z LRI B,

« RYRI=IST49IDT45I>T (M1037)
- TyhI-I2ABsLE (M1031)

o BIA-INYIYA M RAL IR —LSATA (DNS) TIANA-N-TLHIS : TOY A MFIA
TEECROIHGE . SiAENBEART I MEBRIBIREAS 51> THEHFL. TE2BY-EXNMEIRT
BDETHIET D

6.2 7—5BED

— 8973 DDoS IRZ(FEERZENNSVN T—IEIEDA > 27> MIHEOESF CEXRIPREZ51ERIT
BIREMEN' DB,

o RMGETICRACEREBMIIHETICRAERE (PAM) (C&D. H5WI5E CHEFRBIE (MFA) Z#
BB L., RESNERELERNICOULIRE THEE(CERINSNSI,

- L&l (M1032)
. FHETHDNEE (M1026)
- FT—5RRMEIE (DLP) EAlDER. CNSEAEDT —YREZELLETESNST,
= THEKBLE (M1057)

o BFA-NETITDREIL : RASIAR=ZA AT — D05 - #ReES - #EHL (DMARC) | XEEMRIS—IL—LD
=2 (SPF) . RAS>F—#BIX—)l (DKIM) %ZERIL. BFrDMAR—NETF1UF¢ (TLS) %{FH
I3, ITOVEEIZT A (CMS) %{REL. EmMRT T -3 7 AN EEI B,

= JIIR-Z20I>F7V%EHIBRTS (M1021)
. VINII 78R (M1054)


https://attack.mitre.org/mitigations/M1037
https://attack.mitre.org/mitigations/M1037
https://attack.mitre.org/mitigations/M1031
https://attack.mitre.org/mitigations/M1031
https://attack.mitre.org/mitigations/M1030
https://attack.mitre.org/mitigations/M1032
https://attack.mitre.org/mitigations/M1032
https://attack.mitre.org/mitigations/M1026
https://attack.mitre.org/mitigations/M1026
https://attack.mitre.org/mitigations/M1057
https://attack.mitre.org/mitigations/M1057
https://attack.mitre.org/mitigations/M1021
https://attack.mitre.org/mitigations/M1021
https://attack.mitre.org/mitigations/M1021
https://attack.mitre.org/mitigations/M1021
https://attack.mitre.org/mitigations/M1054
https://attack.mitre.org/mitigations/M1054

6.3 Y LAVIVHEE

NHEATHEBFIET > AVIVIREBICEOTE(HERTRNMENTEHDN . COBDOBEUCEHET 2HFED
WREEMI DET BIERNPREEZER/ I\ RISNZ, INSOBFEAEOYAN—tF1)F7 (B3 ZmL TES.

o TR -V EREZIEIY RRA Y MEH - 335 (EDR) OEMRZITV. 77 —23 03 a]UR MeEAU.
E18Y—)l (PowerShell / Windows Management Instrumentation Command-line
(WMIC) / PSExec) %#lIfR9 3,

. £17B51E (M1038)
. 7I)r—23>FT0HIBE (M1042)

« XEVIDZEEETD (BENEOH. AIRERIBERTIANNTIOVY) + SNICKD—RERIRFIERRITHR
BZBhIET 3,

. TrAIETALINDERRFIIR (M1022)

s RYRNI-DREITAVMET B,
= XYRND=I0tIX>FT-23> (M1030)

o RE/ATFAYIE-CLB\VI7yT#EMU. BT ANSRFEICEITS 3.
» T=9)\wJPyT (M1053)

6.4 EIZREHER) A EED

ITIEBFT (. ERBERERA B CEOTHRIMERMZRI TH B, IOUHRTB(CLBEZ N REZIE T DB
BIEBZEAINEL,

- BENGNEBRL (APT) Ol - 14l FIE (TTP) (CERZETERNREBR/\>T>)2EMID
Z&o
= BEE (M1047)
o ROOFEHITHERENIIREAY MUCERZ S A b,
= YIRII7OEH (M1051)
= Web "A-201>F7>V%HIRIS (M1021)
- EUIRKESSIEEIRE) \WFEIREENMT D.
. fesstER+v> (M1058)
o B-RN-F10O77E2%HRITD (F/IMER. BEHIR. MFA ; BSfRWROY—-EXTHIVN)
= RYRI-JREBEOVY-ZINOT7IEZHER (M1048)
. 1-Y-7HI>NEE (M1018)

6.5 ENISA NIS360 L/k—hDH#ESREIR

E5(C, FHT0D ENISA NIS360 $REE (G, AHATRICS I DRAELEE O ryTZi5HUL TS, Difien
FANFR, RENRERIA, LAS—Fdfr () M\ Coes5-%[VRII -2 IICBH TS, LUT OXIH(E


https://attack.mitre.org/mitigations/M1038
https://attack.mitre.org/mitigations/M1038
https://attack.mitre.org/mitigations/M1042
https://attack.mitre.org/mitigations/M1042
https://attack.mitre.org/mitigations/M1022
https://attack.mitre.org/mitigations/M1022
https://attack.mitre.org/mitigations/M1030
https://attack.mitre.org/mitigations/M1030
https://attack.mitre.org/mitigations/M1053
https://attack.mitre.org/mitigations/M1053
https://attack.mitre.org/mitigations/M1047
https://attack.mitre.org/mitigations/M1047
https://attack.mitre.org/mitigations/M1051
https://attack.mitre.org/mitigations/M1051
https://attack.mitre.org/mitigations/M1021
https://attack.mitre.org/mitigations/M1021
https://attack.mitre.org/mitigations/M1021
https://attack.mitre.org/mitigations/M1021
https://attack.mitre.org/mitigations/M1058
https://attack.mitre.org/mitigations/M1058
https://attack.mitre.org/mitigations/M1048
https://attack.mitre.org/mitigations/M1048
https://attack.mitre.org/mitigations/M1018
https://attack.mitre.org/mitigations/M1018

TNBOBAEEENISIREL. NIS-2 ADERLCEH RN DB LIRS SERMIC. RANRLIUT
SRERIETS (1)

- HEY-EAEFNEEL TCHROBIEEENEHBET . BFONHERAKOELL, HBOTF1)7(
ER. ID B, TIINIALYRNTSYNIA— LB T 5. INICEDVY -2 Z&EEL. BURATT—ERIC
I BREERILT Do

«  EUYAN\-EFHEZERTI. COBRZERTFELEAEDE TN ST NVBEARAEL. &0 - 33
G- EEY -V DERMZITV. AZYIDAF)V B LS8 S, INICED NIS2 F55% LOTURN DFBFH (CE
EEZ“%%O

o EEEBBOITEEN DL, BRANT L —2aVRIE (AN -LODPH LER) ZFIATESLIIC
3. FLARVRIOBWVRIZTA> 27> BHIGFIEZTANTES.

- REmLZES, FERCIRSZIYIEIFIC NIS 2 Z247Z5RAI IR FroR—22 KU, )R
EIM> IZNL -3 8 DTS5 7> ARz BAHEC T 3.

- U5 -BEBOERERAERIL, ENISA DIREZEXED CSIRT OREHZERAL. THIEBEEAOERIA
JTIDIVAT—NeRFET Do

o B@NES. RRERT-IMILY-EOFERNRD—72avT, 1TEHERS ISAC 23, T/5-1EinEE%H
L. BESHZIAL. HBIRFEMRICOVTRE IS,

fEameL T, CNSOEBRMBSERIRZ RN (CERAL. MBERMOREMEEZ(eE I 5L T, EU OAHAT

BEWARG, FITFIARRENLT TN -BEIRIREICHVT, EEBY-EXZREL. TROEHZHEFI SRR

ZIDEEICTED.

https://www.enisa.europa.eu/sites/default/files/202503/ENISA%20-%20NIS360%20-%202024_0.pdf



MEE A : FEIRESAOST7VH

AETE, REFARIP(CREVSEBINEA(OIT O M UOKOMBIN TS, cNBD1>3S7T > M3, EU INEEEF
Jz(& EU SBZANDER EOFZE, BREINE TTP (FO-£4ii-FIE) . HLU ENISA HEHEUERINES
SN OREECEDVGEESNG.,

732 A5 BERHRIRRBH

EBH4RER tI5— ‘ALYH BROTEME BaiE

I3VR 20243 73 | 1THUHERS NG T4 HhigE Al
138

Bl

2024 £ 2 B HAICRF-REEDHDEENCLD, WEE(TRIEEDRT —IR—-ZHS5H0EF. B8 IE
IR HAREHFSEALECHEUZ. COEEE 3 A 11 HoEEENEN. 3 B 13 HICARINZ, COF
BTITIR NI (BEV)— M —BEDFryT - 7>707) ([ I3 AERISREBEES

(CNIL) (TEERU. /NI SIRERFT(CHIS&SRZIREU. &8 TUTEAN U TEFA-IHBIMEANBA
DA UR—AIV B CEEEERRIAUR, P2

& 1 194300 B ADELAT -0 . INERT . SAN-IETRASREBICL S FRaliEdEE CNIL O
ITRENRaENT.

7150 RRREREEHICHITS APT31 OBES

EH4RER to5— BAFE BROTEME BaiE

423K 202443 A | AHATIR APT31 [EIN hiEE Al
26 H

Bl

2024 £ 3 A 26 B. EFIEER(F. APT31 [CBHEIBVILIIFE C2 42T 2020 FHN5 2021 F 1
ACBRESNZDET, IRIRDZS (123U RER) OA—)UERIRICTFIEL TOel LR Uz, 7o AHAR
B, PP TENTA-IRYIRT —INIE—SNTe. HBERF(COIZBIRE TGS NIEERME. BEFOIHICIR
EHRICBENI,

HE | BREREOETA-INRL. MER(FFTRESAN LN,

’https://www.francetravail.org/accueil/communiques/2024/france-travail-et-cap-emploi-victimes-
dunecyberattaque.html?type=article.

Fhttps://poliisi.fi/en/-/investigation-into-hacking-of-parliament-s-information-systems-has-been-ongoing.


https://www.francetravail.org/accueil/communiques/2024/france-travail-et-cap-emploi-victimes-dune-cyberattaque.html?type=article
https://www.francetravail.org/accueil/communiques/2024/france-travail-et-cap-emploi-victimes-dune-cyberattaque.html?type=article
https://www.francetravail.org/accueil/communiques/2024/france-travail-et-cap-emploi-victimes-dune-cyberattaque.html?type=article
https://www.francetravail.org/accueil/communiques/2024/france-travail-et-cap-emploi-victimes-dune-cyberattaque.html?type=article
https://poliisi.fi/en/-/investigation-into-hacking-of-parliament-s-information-systems-has-been-ongoing
https://poliisi.fi/en/-/investigation-into-hacking-of-parliament-s-information-systems-has-been-ongoing
https://poliisi.fi/en/-/investigation-into-hacking-of-parliament-s-information-systems-has-been-ongoing

NVF-SABEEREER ORI

iiESheaM | to5- B‘ALYH BROTEE BaiE

NJLF— 2024 4 | 1TIEHERS NG BA HhigE B1
258

Bl

2024 4 A 25 B. FBI @NL+—HFIEERHIREE2IRH U, 2NICL5E. 2021 FHPECERHED/
—MWIUSEINILIT 7 MEAFNTOZENHIBALZ. CONILIIT(E, 2024 € 3 ROt+1)5(HEAET
BRESNDET. ERNSORHGHI 7 IER, T4 VimHibkEE. F—2 058 Eae0T0/\1FEL THEREL T
LWz NILF—D CERT R IT A9V RIHEROEBAX—J> )% EML . 50iEIBIREEHI DL, ITERT
DI RRA > NI DILERAFr> 2 RIAUIZ, =

E RN - INORBAT AN OIEE. IBIRREOE IR,

R=3> RBRFRY NI —DIC39S APT28 WILIIFFvIR->

ANY NRE tI5— B‘ALYH BROTEME BaiE
H
R=3UR 2024 £ 8 B | 1TEUARES APT28 BA HhigE Al
5H
Bl

2024 f 4 B 29 HM5 5 A 3 BICNI T R=3> RBIFOATA=)IL7HD> MR U, Fancy Bear
(APT28) (CEHEYS 20— —ZIBMAATEN BT 1w 2 A=)V & EENTz. 5 A 8 H. ERIiAFTH4ES
(NASK) (HRE0JEE (IoC) %ZZ23FU. SOC F—LNU T OISz IFECUTE @ - BRDHD IP #FEOT

Ovy () - #&Eaneo-49-0HIkR- BREOHZIXERMEULLETHY> MOs&H)(ZD—-RUtyh (12°)

R ULIBIROINE AT EIBIHE RSN TORL,

EUROPOL EPE RiFIGRARTEAT7—

It 3P SE R INYNEER ©I5- gAtybh BRiDTEE BEETE EHE
EU 202558 | AHTH IntelBroker T4 o B1
10H

¥ https://www.reuters.com/world/europe/head-belgian-foreign-affairs-committee-says-she-was-hacked-by-china-
202404-25/.

P https://www.gov.pl/web/baza-wiedzy/uwaga-csirt-nask-ostrzega---polskie-instytucje-rzadowe-celem-ataku-
grupyhakerow-apt28.


https://www.reuters.com/world/europe/head-belgian-foreign-affairs-committee-says-she-was-hacked-by-china-2024-04-25/
https://www.reuters.com/world/europe/head-belgian-foreign-affairs-committee-says-she-was-hacked-by-china-2024-04-25/
https://www.reuters.com/world/europe/head-belgian-foreign-affairs-committee-says-she-was-hacked-by-china-2024-04-25/
https://www.reuters.com/world/europe/head-belgian-foreign-affairs-committee-says-she-was-hacked-by-china-2024-04-25/
https://www.gov.pl/web/baza-wiedzy/uwaga-csirt-nask-ostrzega---polskie-instytucje-rzadowe-celem-ataku-grupy-hakerow-apt28
https://www.gov.pl/web/baza-wiedzy/uwaga-csirt-nask-ostrzega---polskie-instytucje-rzadowe-celem-ataku-grupy-hakerow-apt28
https://www.gov.pl/web/baza-wiedzy/uwaga-csirt-nask-ostrzega---polskie-instytucje-rzadowe-celem-ataku-grupy-hakerow-apt28
https://www.gov.pl/web/baza-wiedzy/uwaga-csirt-nask-ostrzega---polskie-instytucje-rzadowe-celem-ataku-grupy-hakerow-apt28

Bl

2024 £ 5 A 10 H. IntelBroker (FRRINAIFZZEEZ44E Platform for Experts (EPE) OIENRIIL-T
DI SN EENZEREEEIRAR T DR -3y M S BEUR . BRINFISEREIBO T+ 17 F — Al%, S48
IN=RF=TH> hO—EBNT I — N IA - AR EZZ (ST TR 2 E R I ThU MBI 5EED
(C. 2THI> RO D — Rl Uty MeRAEUTz . F— AlRASTIAERICHSBEREIRB U IRy > L0
(C(EHIPRATEZER I7/ILEEFENTLRH D,

& U910 TA-SLTRET -5y MEREN. RINHSEREB TSI -Y-T7H17> Mty b
7:_0

P4 MR—=J1> i BSN IIAR—Sv—

AN IEER |\ I5- B‘ALYH BROTEME BaiE
V) 202458 | 1TEHEE NG T4 & B1
23 H
Bl

2024 €£ 5 A 22 H. 74> NR—J1>H&FA TRESNIEEF DT —IRN—-ATIZR— MEZED, 22 AN L

DEROHMERY-EXES (BSN) Z2=0 CSV Jr/IH PICREIBRDORVWEBET LI NIGRTREFESN

Jeo COTPAIVE. 5 B 23 H 11 8 154 (3 —-0Ov/VERERE) (CERR/ Wiy FrvI TRENMEHEN

BET. SR EBEHEN TV A BT BERIREEE 0Tz TDEITAIVSHIBREN ., ATV IENIBRIRERZESR
(DPA) (G@FIENTZ, 17

& | SRITAADORIET I AEH RSN TR,

I3 AN3ZSEER AR EICHT S —AUIADTEED

ANV IRER | £95- ‘ALYH BROTEE BaiE
I3VR 2024 6 A | 1TEW%RS J=RUT L BA HhigE Al
198
#=

2024 % 6 A 19 H. ANSSI (3 SVR B/ RNUDAICELD T ABAFIEEAD OAuth BIRT1v3 > I8
BOROIRUZFHICEC U BN EZRRUL 2023 1 A.3A.5 8. 7A. 11 B. 8&U 2024 F£4 A0D
5t 6 @IChIzh, I-J-%2BREDHS Azure AD 7 V-3 SERIBHER (I : Mail.Read.

“https://www.bleepingcomputer.com/news/security /BRIl S 22448 confirms-web-portal-breach-says-no-
operational-datastolen/.

https://www.ed.nl/eindhoven/eindhoven-liet-bsn-gegevens-van-ruim-220-000-
inwonersrondslingeren~ad2576e5/?referrer=https%3A%2F%2Fwww.ccinfo.nl%2F.


https://www.bleepingcomputer.com/news/security/europol-confirms-web-portal-breach-says-no-operational-data-stolen/
https://www.bleepingcomputer.com/news/security/europol-confirms-web-portal-breach-says-no-operational-data-stolen/
https://www.bleepingcomputer.com/news/security/europol-confirms-web-portal-breach-says-no-operational-data-stolen/
https://www.bleepingcomputer.com/news/security/europol-confirms-web-portal-breach-says-no-operational-data-stolen/
https://www.ed.nl/eindhoven/eindhoven-liet-bsn-gegevens-van-ruim-220-000-inwoners-rondslingeren~ad2576e5/?referrer=https%3A%2F%2Fwww.ccinfo.nl%2F
https://www.ed.nl/eindhoven/eindhoven-liet-bsn-gegevens-van-ruim-220-000-inwoners-rondslingeren~ad2576e5/?referrer=https%3A%2F%2Fwww.ccinfo.nl%2F
https://www.ed.nl/eindhoven/eindhoven-liet-bsn-gegevens-van-ruim-220-000-inwoners-rondslingeren~ad2576e5/?referrer=https%3A%2F%2Fwww.ccinfo.nl%2F
https://www.ed.nl/eindhoven/eindhoven-liet-bsn-gegevens-van-ruim-220-000-inwoners-rondslingeren~ad2576e5/?referrer=https%3A%2F%2Fwww.ccinfo.nl%2F

Sites.Read.All) ZfI5&E3LIBE U, ANSSI OHEREIA(C(Z, KA TINOLREEOENIFEIEL.
ZHFET AR — 058 b(CLBMERBLERET DT OV ERIBRFD MFA 58, BERRHI - T34 X7
T—33>07F Y M HEBEOEmiEFEN. 18

FE  ERTYORHEEHEERSNTORV. UNU. FroR—UCEDRRNERSIEAT AT OAuth BIEA/N
FURAOEENBRBEUNMTOHN, ID REM RN RIEENT,

PTAE XX E(CHII 532D — FRiFREMAF

ANV IEER | 95— ‘ALYH BROTEME BaiE
Fzv 2024 £ 9 B 7 | AHATH NG T4 hiZE Al
=]
Bl

2024 £ 7 A9 H. P7TRENANAER2@ENEZRERUL. 7A7H 19 7HA8H 17 55
(UTC+3) OfEllc. BRXEBDOESH—TA—FHITA— L tickets.astro.noa.gr L TEREDHD
JavaScript AFY—(ICEERISN TV ENHIBBUR IS TH . SEASNIAIVT NIEHMEDZIAVD—R
BEIRZEUSU. FMEB XA ANIEELTUVZ. KX BFESICAS A2 F Iy MRFEZFIEL ., f2EZRITTRFL
HEEELFS T —IRELBISBERNUEL. FEEINkvIIy—/)N\-1° 2BEEUE.

& LDy M- RRUTEY M- RIBERNY 24 BERICOIDESEN. FoyMRFET S5y NIA—LAMELEL
7:_0

SMEFEBIFD DDoS WE(C L3P —EAFILE

ANV IEER | 95— B‘ALYH BROTEME BaiE
ShEY 20248 R | 1THHEE N DDoS hizE Al
228
Bl

2024 & 8 A 19 HM5 22 BICMIT. SRE7OHRREBARHFEII T NTFvNIA—L (TVP) NAED
DDoS IRE#Z 31z, TVP [ZEFTR—FILPLHREY A MED 100 MLEOE: BRI IY1 MBI SR
ATAIBRIETH 5. LVRTC & CERT-LV (F_ERIAINAVT THIEL. EDBOE NS I1vo%E BRI UIZ.
(LD, 8 A 20 BICEMNIEHENMEIRUIES. B BIIR—FIUC T IR TER oM, 140 141 142

138https://www.cert.ssi.gouv.fr/cti/CERTFR-2024-CTI-006/.

Fhttps://www.noa.gr/en/news/news/urgent-notice-theft-of-personal-information-in-the-reservation-system-of-
thevisitors-centers-of-the-national-observatory-of-athens.

“Ohttps://www.vid.gov.lv/lv/jaunums/informacija-wwwyvidgovlv-lietotajiem-arvalstis.
“https://balticnews.com/government-websites-facing-intense-cyber-attacks/

“https://eng.lsm.lv/article/society/defense/20.08.2024-cyber-attacks-on-public-sector-websites-in-
latviatuesday.a565748/.
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“https://www.primariatm.ro/2024/08/26/atac-cibernetic.
“https://www.dnsc.ro/vezi/document/press-release-v20240826-ransomware-cyber-attack-on-public #4& in
romaniatimisoara-pdf.
““https://hotnews.ro/atac-cibernetic-asupra-serverelor-primariei-timisoara-si-a-mai-multor-institutii-subordonate-

unele-serviciionline-suspendate-1778550.
146


https://www.primariatm.ro/2024/08/26/atac-cibernetic
https://www.primariatm.ro/2024/08/26/atac-cibernetic
https://www.primariatm.ro/2024/08/26/atac-cibernetic
https://www.dnsc.ro/vezi/document/press-release-v20240826-ransomware-cyber-attack-on-public-institutions-in-romania-timisoara-pdf
https://www.dnsc.ro/vezi/document/press-release-v20240826-ransomware-cyber-attack-on-public-institutions-in-romania-timisoara-pdf
https://www.dnsc.ro/vezi/document/press-release-v20240826-ransomware-cyber-attack-on-public-institutions-in-romania-timisoara-pdf
https://www.dnsc.ro/vezi/document/press-release-v20240826-ransomware-cyber-attack-on-public-institutions-in-romania-timisoara-pdf
https://www.dnsc.ro/vezi/document/press-release-v20240826-ransomware-cyber-attack-on-public-institutions-in-romania-timisoara-pdf
https://www.dnsc.ro/vezi/document/press-release-v20240826-ransomware-cyber-attack-on-public-institutions-in-romania-timisoara-pdf
https://hotnews.ro/atac-cibernetic-asupra-serverelor-primariei-timisoara-si-a-mai-multor-institutii-subordonate-unele-servicii-online-suspendate-1778550
https://hotnews.ro/atac-cibernetic-asupra-serverelor-primariei-timisoara-si-a-mai-multor-institutii-subordonate-unele-servicii-online-suspendate-1778550
https://hotnews.ro/atac-cibernetic-asupra-serverelor-primariei-timisoara-si-a-mai-multor-institutii-subordonate-unele-servicii-online-suspendate-1778550
https://hotnews.ro/atac-cibernetic-asupra-serverelor-primariei-timisoara-si-a-mai-multor-institutii-subordonate-unele-servicii-online-suspendate-1778550

& 1 CNOEC D2 A>T Y —EANMZELL . T - ZREIFERINTLRL,

ASVHERELERESH
BAREE €95 BAtLYh BHOES
#5245 20254 10 A | {7ECHEES oRE BA o AL
38
Bl

2024 £ 10 A 1 H. tF1V7(ERICEDEZINZI--T7HDU> MBSOEER SQL JIUNRIENT.
AEPRARCLD. BERET—J) (K&, BEES. X-IL7RVR) OFTERIVAR-~T—41 2 BRI
EB VPS (CERXRSN TV e EMMEEREN Tz, R &% T hD > NI ban. /NRAD—-REUEy henrz. F1.
B - LZRREAE (£ 10 A 3 BIGERICEREUR . 2025 € 5 B 27 B, A5 51EHER AIVD ¢
MIVD (4. 2024 £ 9 BOERERZSVEIOA T IRBIT I 201N\ -IERIRE UL, A7 BRI
BHFCONE R, CNFTHREFROOS TEER A IL—FTLaundry Bear | (CES&E 31z, AIVD & MIVD (3%
NS /TREE (AT FBIRETEEEBIRSGD) 2B, T2 R)— - ATPOFE #4547 FIE (TTPs) HLME
EDJLiE (I0Cs) %Lz, 1 . IAIOVINBRA>TUSTIORE SYRU— A7 (BEFI—-RE : A1
ReTUH—R) AMFCERM. dbK. 995130 NGO. BT, BhfE. 1B, X717, EEEAZENLL TV
wHEER LIz, 10

& : 65,000 ADHE OFRIIFBMM©EINC RNEPEF1UT( EEEN RN,

“https://www.bleepingcomputer.com/news/security/dutch-police-state-actor-likely-behind-recent-data-breach/.
“*https://www.aivd.nl/documenten/publicaties/2025/05/27/aivd-en-mivd-onderkennen-nieuwe-russische-
cyberactor.
““https://www.microsoft.com/en-us/security/blog/2025/05/27/new-russia-affiliated-actor-void-blizzard-targets-
critical-sectors-forespionage/.
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