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Microsoft account

Unusual Sign-in Activity

Microsoft has detected unusual sign-in activity to the Microsoft account cs*****@outlook-int.com

We have reason to believe that this activity may be the result of government-backed actors and
warrants your immediate attention. We can't reveal the details of what we found as it may tip off
the attacker. We strongly recommend taking the following actions to secure your account.

1. Recover your Microsoft account at: https://account.live-int.com.

2. Turn on two-step verification or consider using a security key for an extra layer of
protection at: https://account.live-int.com/p.

3. Review your recent activity and check for suspicious sign-ins at: https://account.live-
int.com/activity.

4. Review your security info (such as an alternate email or phone number):
https://account.live-int.com/p.

Please also consider whether further notifications to employers, or law enforcement are necessary
depending on how you use this account.

Thanks,

The Microsoft account team
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KBEH—EXFT (GSA) (. FedRAMP JOJ S ABIEZE (PMO) Z&EEL. FedRAMP HEBSNEIEL T
L\S. FedRAMP (&, NIST SP 800-53 "Security and Privacy Controls for Information Systems and
Organizations" TAKRESNTLDZ<DI> bO—J)LZFEHAL TS,

BARGE. IV RR=ADFTZHILID S RAFACHITDF21UTrBIEBEELDFR RICAEIDIET. 2
NSDIATLrZREITDCEDEEMRE., COLIRBRIASRTLAZRIETDEVWDMDEERRBRED/INS
S RZEMBDENFHITD g IT TS, TDEHIC, BERE. FedRAMP Z0OJ S ABKIZIF TR NIST
RMF 72 EDEBIEIRTF 1Y T iifibiE (FISMA) ZEMI DB TIL —LAD—IDMAZBHI D%
E]E9ID. ERNCE. FESEUTEEIET D,

.« #5521 : FedRAMP (&, OMB KU CISA &@LU T, LIS — FedRAMP 528])\w & — = TEHAR (C
B I D12 DRIREMEZ EDHDINETHD. HlZ(E. FedRAMP BB/ \w o —DH(C(E. BFFRA
THICILKFBAENDI XS (TR —EXRRADEDEHNIE. KDERNRREUICEYT ZEMEE
E (HVA) &EZX5N3EDEHD. FedRAMP (d, CISA BKUNIST EBELT. TNSDURID
=L FedRAMP BETO/N\AFDEERIIR—R N (TZH)LID POTRRIRE) (C3T DIEMBIR
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BErtF+1UT BHEREL. CNSOBHADOMIGICOTD RIONAFDFHHZEEFEEDIH
(CEF2VUTa - R=RSA2ZNRN AR T DTTEZHEINETHD. CDREHEE. FedRAMP
PMO HM Y725 — Y BERDIZH(C FedRAMP S2EZF1Y T4 /\wo—>ZBL E1—33E8%IR
fIERETDRENEIRDET THD.

#h&5 22 : FedRAMP (& OMB & 15377 U THAEERIDIL— (TAG) ZFNIINETHD. TAG (.
FedRAMP M4, EKEREY, EE LFDABIMECDWTHR TEDRLDICINRETTHD. TAG (& &+
AUFTADRANTSO5 4 A& FedRAMP DG EZS U I B EH A > A& RIEM (CThE
IDHECDNT, ERN(CEIEZITDONETH D,

#h&5 23 : FedRAMP (&, FedRAMP B REILIOS DR - B—EX - AT7U>4 (CSO) ([Cx LT,
EIBAFAOTEF 1D 7« BFIRZBEL T CSO DzF+1 U« NEESZITOHENRMFRILE
—ZEIDTOCRAZHIINETHD. INSDLEI—NSDENES(E. FedRAMP FRRIDFEIT
(F/z(FHHD) (CRMENDRNETTHD. FedRAMP (&, CNSDL E 1 —DEHEZRF CRZEDRET MR
TICRE T DIEEZREINETTHD,

#1%E 24 : FedRAMP (E. (CSP BERI(ICXDEDESZHT) MEMHDEVWEDSRX - 7—F D7 I X
ZOJ(CERIFITDEVDERISADKRDIC, BEAEOJDOREEE (FIX(E. FedRAMP M AU-2 DEID
HT) & b INRETTHD. FedRAMP (FE5(C. InNsmOJ% (CSP BEIZIFTIRL) BERMNEN
BRRUTHATERLRDICTRZ EZEFHFTDIRETH D,

#h& 25 : NIST (3. X1 UFT 4 &TSA/Z—DO> bO—)L - R=XSA 250> bO—)LEE
ol - HIBR 9 BRA > h7w T7— hERERNCU U - U, BROBRICERZHS THRITDEEBIC,
FedRAMP JOJ S ALREL. OO RITON\AFDF1 U« (CBIEL THRERINIZBR>1> >
FTONCEATRI T4 — RNy OZEIDAND Z ENEREND.
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MEE A : LE1—SmE-SabERE

BEASORE (C(E. WRERDMEM. EPITHES, CSP. 5T REF1UFT v, 12T RLARVX R
HEB. AN\ —tFa1 VT BIUEROFMRLRLE, SFTSFTRIIGZRERT DEHOEANES L. &
BRE TU—T 1 2 IPXEEROE TEIRZEKRUTZ.

BB BEZELEEZEELU TKNIAGREDOERNRSICES LTS, CNSORGREDENICK
D, BEEREBROGROIEEREERIZINEL., FEEE(IIF. Microsoft Exchange Online ADIEA S KU
BIBUISIR - PAT2T+4 T4 DNEYVIDEM THWIMIEEIERIT D2 ENTER,

BiEIU—T 1>
BB ITOREF2IUT o OTIRPATUTA4T 4. KU/ FTzE Microsoft Exchange Online
NDRAICE I 2EFIH#ZE T D 20 D ERELUZ. CNSOBRBENUTICRY.
- PRI -I1T -H-BX
- JO—R3dA
« HFY - BAN-tEF1UFTsEIH—
« OTIRIANSAD - IR—=ILT« DI RRA A
s BAN—tFa1UFv - 71205 F1UFTr#iE (CISA)
- EIHEER (FBI)
- EHBURTRAERTOIS A (FedRAMP)
- J-DILEREH
« A2H—FI3FIL-EDRX XS —>X - I—-RL—>3> (IBM)
« L—XD—-0%t
« NITaTbht
- NAoOYVD MMsAEH
- ERZ2HFER (NSA)
- ExBERKREZE (ODNI)
o R R-OTIRESSHEM

« ASOIL-O-RL—>3>

2023 EEE D Microsoft Exchange Online NIE2AZAZELE T D 47



« REEFRSA/N\—tFa1U>Tst>45— (NCSC)

- KEBEFHE
- KEHE
- HRAEHD«X

2023 EEE D Microsoft Exchange Online NIE2AZAZELE T D 48



CYBER SAFETY REVIEW BOARD

MifE=E B : Microsoft Exchange Online @ ADER

Microsoft

>

) Impacted Organizations

4
m Threat Actor

Government Responders

2016

Microsoft introduced the 2016 MSA
key, which was still deemed valid at
the time of the compromise.

MARCH 2021

2021

[4)

MID 2021 LATE 2021

The last time that Microsoft
rolled a key on its MSA
system. Microsoft introduced
a new key and paused manual
key rotation at this time but
did not remove the 2016

MSA key.

State Department
implemented the Big
Yellow Taxi detection
rules.

Storm-0558 obtained access to a Microsoft
engineer's account through a compromised
device. Microsoft believes this to be the only
other time that Storm-0558 accessed its
systems. Microsoft suspects that this incident
links to the 2023 Exchange Online intrusion
but has not identified direct evidence.

AUGUST 2, 2023

FBIl issued leads
to individuals per
the FBI Cyber
Division policy on
victim notification
requirements.

AUGUST 17, 2023

FBI shared personal email
account information
belonging to State Depart-
ment employees for it to
notify its own employees.
Microsoft also sent its first
communication about the
Exchange Online intrusion
to the PRC government.

AUGUST 18, 2023

FBI shared informa-
tion about approxi-
mately 18 individu-
als with CISA for
CISA to support
notification efforts.

AUGUST 21, 2023

FBI shared personal
email account
information belonging
to Commerce
Department employ-
ees for it to notify its
own employees.

2023 '
— ==\
COMPROMISE \ A { \
OF MICROSOFT A\ / \EB 4 \&B /4
EXCHANGE = =
ONLINE MAY 15, 2023 JUNE 6, 2023 JUNE 15, 2023 JUNE 16, 2023 JUNE 21, 2023
& Storm-0558 estab- Storm-0558 accesses State_ Department’s State Department FBI was notified of
A lished its first point of Commerce Depart- security operations notified Microsoft of the  the intrusion.
infrastructure and ment mailboxes, which center (SOC) detected anomalous activity.
gained access to email Commerce discovered the anomalous mail Microsoft initiated its
accounts. This was the after Microsoft access through the response efforts.
first instance of provided it with Big Yellow Taxi alerts.
mailbox exfiltration. additional audit logs.
JUNE 23,2023  JUNE 24, 2023 JUNE 26, 2023 JUNE 27,2023  JUNE 28, 2023 JULY 4, 2023
Microsoft Microsoft revoked  Microsoft determined Microsoft Microsoft sent Microsoft began
notified the 2016 MSA key that its identity system declared the NSNs to State notifying customers
Commerce being used to forge  did not issue the tokens intrusion at the Department and impacted by the
Department of tokens and issued that Storm-0558 used highest urgency  the House of compromise.
the intrusion a patch over the to access enterprise level, SEV-0. Representatives.
through NSNs. following days. mailboxes.
JULY 10, 2023 JULY 11, 2023 JuLY 12, 2023 JULY 14, 2023 JULY 25, 2023
Microsoft lawfully Microsoft published FBI and CISA released a Microsoft published a  FBI identified the
provided FBI with a its first blog about joint Cybersecurity second blog about owners of nearly all
list of affected email ~ the Exchange Online Advisory on "Enhanced Storm-0558’s activity affected accounts.
accounts and intrusion and stated Monitoring to Detect APT and provided
related subscriber that it had notified activity Targeting Outlook technical details
information for all impacted Online," and referenced about the Exchange
those accounts. customers. Storm-0558'’s mid-2023 Online intrusion.
activity.
~

SEPTEMBER 6, 2023

Microsoft published a
third blog detailing the
probable theft of the 2016
MSA key through a crash
dump and published an
addendum on March 12,
2024 to provide further
information on its ongoing
investigation.
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CYBER SAFETY REVIEW BOARD

Him=E D : FEREER

2FA two-factor authentication -

AD Active Directory FOF14TT1 Lo KU

APAC Asia-Pacific TETKRIEF

API application programming interface FIIUr—23>O035=20 A>T —XR

AWS Amazon Web Services IV DT THB—-EX

CEO Chief Executive Officer ST YR

CISA Cybersecurity and Infrastructure Security Agency B/ \—t+a1U>« - 41> TJ5Fa2 U5 +IT

CSsoO Cloud Service Offering 50 RY—EX DR

cspP cloud service provider DSORY—EXR - OS5 —

CSRB Cyber Safety Review Board, or the Board HAN\—t—-T7BEB=

CVE common vulnerability and exposure —RREVRAESS I R

CWE Common Weakness Enumeration HBEDIFRIIE

DART Detection and Response Team & - WSF—LA

DoJ Department of Justice Gl

DPoP Demonstrating Proof-of-Possession PBt&DEIEER

ESOC Enterprise Security Operations Center To&=IoAL e VT AN =23
D

FBI Federal Bureau of Investigation EHIEER

FedRAMP Federal Risk Authorization Management Program E#3U X I:Ra] SR OS5 A

FIDO Fast IDentity Online TJ7ANIDA>SA>

FISMA Federal Information Security Modernization Act EFIEHRtTF1 VT IERIEE
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GSA

HSM

HVA

IAM

IDP

IETF

IoA

IoC

IP

JTF

M&A

MSA

MSTIC

NCSC

NIST

NSA

NSN

OASIS

OCIO

OIDC

OIDF

General Services Administration

hardware security module

High Value Asset

identity and access management

identity provider

The Internet Engineering Task Force

indicator of attack

indicator of compromise

Internet Protocol

Joint Task Force

mergers and acquisitions

Microsoft Services Account

Microsoft Threat Intelligence Center

National Cyber Security Centre

National Institute of Standards and Technology

National Security Agency

nation-state notification

Organization for the Advancement of Structured

Information Standards

Office of the Chief Information Officer

OpenID Connect

OpenID Foundation
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OMB

OWA

PMO

PRC

RMF

SAML

SDK

Sigv4

SMS

SOC

SSIRP

SVR

TAG

TLS

TTPs

U.K.

u.S.

VPS

Office of Management and Budget

Outlook Web Access

Project Management Office

People’s Republic of China

Risk Management Framework

Security Assertion Markup Language

software development kit

Signature Version 4

short message service

security operations center

Software and Services Incident Response Plan

Russian Foreign Intelligence Service

Technical Advisory Group

Transport Layer Security

tactics, techniques, and procedures

United Kingdom

United States

virtual private server
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