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T.S. Department of Justice
Office of the Deputy Attorney General

Office of the Deputy Attorney General 030 Pannsylvania Ave., N.TF.
RFEE Main Justice Bldz.
Washington, D.C. 20530
MEMORANDUM
TO: Allison Russo
Assistant Inspector General
Evalnation and Inspections Dhvision
Office of the Inspector General
FROM: George D. Turner C«,:.In D 4"—'
Associate Deputy Aftorney General

Office of the Deputy Attorney General
DATE: July 12, 2024

SUBJECT:  Department of Justice’s Response to Formal Draft Report, “Evaluation of the U.S.
Department of Justice’s Efforts to Coordinate Information Sharing About Foreign
Malign Influence Threats to U.S. Elections™

The Department of Tustice (DOJ) appreciates the opporunity to provide a response to the
Formal Diraft Report prepared by the Office of the Inspector General (OIG), transmitted to DOJ
on May 30, 2024, entitled “Evaluation of the U_5. Department of Justice’s Efforts to Coordinate
Information Shanng About Foreign Malign Influence Threats to U.S. Elections™ (Formal Draft
Report). This response reflects the consolidated input of relevant DOJ components, including
the Federal Burean of Investigation (FBI), National Security Division (N5SD), Executive Office
for United States Attorneys, and Civil Division.

Below, we address the two recommendations contained in the Formal Draft Report. The
Department concurs with both recommendations, as explained more fully herein.

First Becommendation

The first recommendation calls for D¥OT to “[d]evelop an approach for informing the
public about the procedures the Department has put into place to transmit foreign malign
influence threat information to social media companies that is protective of First Amendment
rights.” As reflected in the Formal Draft Report, following the district court’s July 2023 decision
in Missouri v. Biden, DOJ worked over several months to develop a standard operating
procedure (SOP) for shanng foreign malign influence (FMI) information with social media
companies that serves and promotes two fundamental DOJ priorities: combatting FMI operations
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posing a threat to U.S. national security, and protecting the vital First Amendment rights of
Americans. Recognizing that FMI threats are constantly evolving, the SOP is designed to be an
adaptive document. The first iteration of the SOP was implemented in early February 2024, and
DOJ—through FBI—has been actively sharing FMI threat information with social media
companies pursuant o the SOP since then.

We concur with OIG’s first recommendation, as we believe it will be beneficial to ensure
that the public 1s aware that DOJ’s sharing of information with social media companies about
potential FMI threats to national secunty. including election interference, is undertaken pursuant
to carefully calibrated protocols that protect First Amendment rights. We will address this
recommendation by making publicly available a detailed summary version of the SOP and
posting that summary on DOJ’s website by July 31, 2024. We will also further inform the public
about the SOP through DOJ’s planned outward-facing actions responsive to OIG’s second
recommendation, as discussed below.

As background with respect to the SOP, in July 2023, a Louisiana district court issued an
injunction in Missouri restricting FBI's engagement with social media companies based on the
judge’s view that such engagement was likely violative of the First Amendment because it
involved allegedly coercive requests to remove confent from the companies™ platforms. In
September 2023, the Fifth Circuit upheld a modified version of the injunction. Missouri v.
Biden, 83 F 4th 350 (5th Cir. 2023). The Supreme Court subsequently stayed the injunction in
October 2023. On June 26, 2024, the Supreme Court reversed the Fifth Circuit’s judgment,
holding that the plaintiffs lacked standing to seek such an injunction. Miwzthy v. Missowri, No.
23-411 (June 26, 2004).

Following the October 2023 stay, DOJ began developing a standardized approach for
shaning FMI information with social media companies that continued to appropriately account
for First Amendment considerations. Over several months, DOJ worked to formulate such
guidance, which ultimately resulted in the SOP.

The SOP reflects the fundamental premise, rooted in longstanding Supreme Court
precedent. see, e.g.. Bantam Books, Inc. v. Sullivan, 372 U.S. 58 (1963); Blum v. Yaretsky, 457
U.S. 991 (1982), that it is permissible and appropriate for FBI to share FMI information with
social media companies, as long as it is clear that ultimately it is up to the company whether to
take any action, such as removing content or barring users, based on the shared information. The
SOP includes, among other things, the following principles, guidance, and protocols:

e The SOP recognizes the cntical importance both of DOJ being able to share FMI threat
information with social media companies in order to carry out DOJ’s national secunty

mission, and of doing so in a manner that does not infringe upon on any applicable First
Amendment protections.

e The SOP defines what constitutes FMI with reference to specific categones of FMI
activity and information.
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e The SOP requires that certain conditions must be met for FBI to share FMI information
with a social media company, including that the FBI personnel has identified specific,
credible, and articulable facts that provide high confidence for assessing that the
information at issue relates to activity attributable to a foreign government, foreign non-
state actor, or their proxy engaged in an FMI operation !

e The SOP requires that communications with social media must include a standardized
caveat explaining that FBI does not request or expect the receiving company to fake any
particular action based on the shared information.

e The SOP specifies procedures for how FBI personnel can appropriately respond to
follow-up questions or requests from social media companies seeking additional
information from FBI after receiving FMI information.

Since the SOP went into effect in early February 2024, FBI has been actively shaning
FMI threat information with social media companies on a continuing basis pursuant to the SOP.
We look forward to informing the public about the SOP by posting a summary version of the
SOP on our website, and to further highlighting and explaining the SOP to the public as part of
the planned actions discussed below in response to the second recommendation.

Second Recommendation

The second recommendation calls for DOJ to “[d]evelop and implement a comprehensive
strategy to ensure that the Department of Justice’s approach fo information sharing with social
media companies to combat foreign malign influence directed at U.S. elections can adapt to
address the evolving threat landscape.” While we concur with this recommendation, we note
that, over the course of several years and as further outlined below, DOJ has already developed
and is actively implementing a strategic approach (which includes the SOP) for sharing
information with social media companies and combatting the inherently fluid threat of FMI
directed at our elections. We plan to address this recommendation by taking a senes of
additional actions by August 31, 2024 to further refine and strengthen our strategy, including:

¢ Development and Release of Strategic Principles. DOJ will set forth in a public
manner the principles reflecting DOJ’s strategy for sharing FMI information with social
media companies to combat the evolving threat landscape.

¢ Resumption of FBI's Regular Meetings with Social Media Companies. As part of
that strategy, FBI will resume regular meetings in the coming weeks with social media
companies to brief and discuss potential FMI threats involving the companies’ platforms.

! The Formal Draft Report suggests that the SOP might permit FBI employees to use “pre-
populated or boilerplate criteria when justifying a disclosure of information to a social media
company.” Formal Draft Rpt. at 27. To the contrary, and as set forth above, the SOP requires
FBI employees to identify specific, credible, and articulable facts—which must be reflected in
the report transmitted to the social media company—supporting a high-confidence FBI
assessment that the shared information relates to an FMI threat.

3
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FBI will conduct these meetings—as FBI did before pausing the meetings in summer
2023 due to the now-vacated Missouri injunction (see infra at 5}—in a manner that is
entirely consistent with applicable First Amendment principles. As has been FBI's
practice, FBI will conduct these engagements with social media companies located across
the country, depending on the circumstances and nature of the potential threats.

e Outreach by FBI Field Offices to Social Media Companies. FBI will instruct FBI
Field Offices in the coming weeks to conduct outreach—in coordination with the FBI's
Foreign Influence Task Force (FITF)—to any identified social media companies located
in their areas of responsibility, to develop contacts at those companies and ensure they
are aware of the SOP and DOJ’s overall approach for engaging with social media
companies regarding FMI threat information.

¢ Engagements by Senior Officials. In the coming months. senior DOJ officials will
highlight and explain, durning public engagements with relevant stakeholders and the
public, DOJ’s strategy for information sharing with social media companies to combat
FMI directed at our elections.

¢ Launch of DOJ Website Page. DOJ plans to launch a new section on its website
dedicated to ensuring public awareness of DOJ’s strategy for engaging with social media
companies regarding FMI. The website page will collect and highlight in a single
location relevant resources, guidance, and other matenials, including the summary of the
SOP discussed above.

As background, the U S. Intelligence Community (USIC) has publicly described how the
FMI operations of hostile state actors from China, Iran, and Russia directly threaten U.S. national
security. See Office of the Director of National Intelligence, Annual Threat Assessment of the
U.S. Intelligence Community (Feb. 5, 2024), at 12, 17, 20. Congress has specifically recognized
that FMI poses a serious threat to national security, finding in 2019 that foreign actors have used
social media platforms to engage in FMI activities that threaten U.S. national security, and likely
will continue to do so. 50 U.S.C. § 3369. Congress found, among other things, that foreign
adversaries were deploying “information warfare operations [involving] the weaponization of
social media platforms with the goals of intensifying societal tensions, undermining trust in
governmental institutions within the United States. its allies and partners in the West, and
generally sowing division, fear, and confusion.™ 50 U.S.C. § 3369(a)(2). Congress also found
that “[b]ecause these information warfare operations are deployed within and across private
social media platforms, the companies that own these platforms have a responsibility to detect
and facilitate the removal or neutralization of foreign adversary networks operating clandestinely
on their platforms.” Jd. § 3369(a)(7). The statute further states that “information from law
enforcement and the intelligence community is also important in assisting efforts by these social
media companies to identify foreign information warfare operations.” Id. § 3369(b)(2).

Since well before those Congressional findings, DOJ, acting through the FBI, has been
working to combat FMI. In the fall of 2017, the FBI Director established FITF to combat the

emerging FMI threat. As set forth in FITF’s Mission and Strategy framework, referenced in the
Formal Draft Report, FITF is a multi-division FBI section comprised of operational and
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analytical personnel from the FBI's Counterintelligence, Cyber, and Criminal Investigative
Divisions with the authority and mandate to identify, investigate, and combat FMI operations
targeting U.S. democratic institutions, with specific focus on the U.S. electoral process. FITF
serves as FBI's central coordination point for the USIC and international partners for engaging in
a whole-of-government approach to combatting FMI threats. The FBI, principally through FITF,
1s the DOJ component responsible for engaging with social media companies—including
through information sharing—regarding FMI threats.

FITF's formative Mission and Strategy document expressly includes the strategic prionty
of sharing FMI threat information with social media companies, while also highlighting the
imperative of not infringing upon First Amendment rights. As set forth in that strategy
framework, FITF s key lines of effort since its inception have included: (a) “Lead the
engagement with social media and Internet technology providers to enable an effective dialogue
focused on 1) understanding and leveraging the visibility and capabilities of these providers, and
2) providing actionable direction to enable self-monitoring and mitigation efforts of those
organizations’ platforms™; and (b) “Develop a clear strategic messaging framework to define
USG's posture for specific key audiences [including] Internet technology and social media
providers.” The strategic framework further provides that, in carrying out its mission, FITF must
“protect the rights embodied in the Constitution™ and, in particular, avoid engaging in any
investigative activities “based upon speech protected under the First Amendment.”

As DOTJ has developed and deployed its strategy for engaging with social media
companies about FMI. we have also drawn on and implemented guidance from an array of other
sources, including guidance specifically directed at ensuring that First Amendment nghts are
protected. For example, all of FBI's investigative activity, including information sharing with
social media companies, must adhere to the Attomey General Guidelines on Domestic
Investigations (AGG-DOM) and the FBI Domestic Investigations and Operations Guidance
(DIOG). Both documents reinforce the core principle that FBI must protect the rights and
liberties of all Americans. The AGG-DOM provides that all investigative activities “must be
carried out in conformity with the Constitution and all applicable statutes,” and specifically
prohibits “investigating or collecting or maintaining information on United States persons solely
for the purpose of monitoring activities protected by the First Amendment.” AGG-DOM
§ I(C)(3). The DIOG expands on this principle and includes a section dedicated to requirements
related to protecting First Amendment activity. The DIOG notes that “[n]o investigative activity
.. . may be taken solely on the basis of activities that are protected by the First Amendment,” and
that “even ‘monitoring” the exercise of First Amendment rights™ is prohibited. DIOG §§ 5-2, 4-
3. The DIOG also provides that “when First Amendment rights are at stake, the choice and use
of investigative methods should be focused in a manner that minimizes potential infringement of
those rights.” Id. § 4-19.

Further, the Justice Manual (JM) sets forth DOJ policy principles regarding the disclosure
of foreign influence operations. See JM § 9-90.730. As set forth in the JM, it is “the
Department’s policy to alert the victims and unwitting targets of foreign influence activities,
when appropriate and consistent with the Department’s policies and practices, and with our
national security interests.” Jd. Recognizing that it is often not possible or prudent to publicly
disclose FMI operations because of investigative considerations, the JM provides a strategic
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framework for DOJ to evaluate whether, when, and under what circumstances fo disclose FMI
operations. This strategic approach includes that DOJ may disclose FMI threat information “[t]o
alert technology companies or other private sector entities to foreign influence operations where
their services are used to disseminate covert foreign government propaganda or disinformation,
or to provide other covert support to political organizations or groups.” Jd*

As part of DOJ’s strategy for engagement with social media companies, following the
2018 midterm elections, FBI established a practice of regularly meeting with social media
companies to discuss potential FMI threats on the companies’ platforms. FITF coordinated and
led the meetings, which involved an array of social media companies located in the San
Francisco area given the cluster of such companies based there, as well as other social media
companies located in other regions. These meetings afforded a valuable opportunity for two-way
discussion, enabling FBI and social media companies to share information that both sides were
seeing on the companies’ platforms relating to potential threat indicators and trends. FBI met
with each company individually. rather than in a group setting with industry competitors present,
to facilitate the most fulsome and productive engagement regarding potential threat information
implicating the company’s platform  FBI met with each company on a quarterly basis, and also
met with companies more frequently depending on threat-specific factors—such as when a
particular company requested to discuss potential FMI threats with FBIL, and when FBI was
aware of information indicating that an FMI actor was poised to leverage a company’s platform
in furtherance of FMI operations. However, in summer 2023, FBI suspended these regular
meetings with social media companies following the issuance of the injunction in Missouri. As
set forth above, and in light of the Supreme Court’s recent decision, FBI will resume these
meetings—which are both important to DOJ’s national security mission and fully consistent with
the First Amendment—on an expedited basis, and will conduct these meetings with social media
companies located across the country.

As reflected in the Formal Draft Report, another key prong of DOJ’s strategy for sharing
FMI threat information with social media companies over the past several years has been, and
remains, providing specific threat-related data to social media companies on a continuous basis.
Specifically, FBI obtains information from the USIC relating to FMI actors leveraging particular
online platforms, and FBI then promptly shares that information with the relevant social media
company. This strategic approach combats FMI threats in multiple critical ways, including by
enabling the company fo remove or otherwise regulate the content on its platform. to the extent
the company elects to do so, and by facilitating further investigation of the FMI actors
involved—including through the company’s gathering of additional relevant information
pursuant to legal process served by FBI. As set forth above, in early February 2024, DOJ
implemented the SOP, which established the existing framework for this prong of DOJ’s
information-sharing strategy. consistent with applicable First Amendment principles.

? Footnote 6 of the Formal Draft Report references a separate classified guidance document,
which was formulated in 2019 through an interagency process and was not issued by DOJ. This
guidance articulated principles for other government agencies” efforts to combat FMI operations,
and has been provided to OIG.
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As the foregoing reflects, DOJ has developed and is actively implementing an evolving,
multi-faceted, strategic approach for sharing FMI threat information with social media
companies that is creative, impactful, and protective of First Amendment rights. Nevertheless,
we welcome OIG’s recommendation. as we continuously strive fo enhance our strategy and

inform the public about our work. and we will address the recommendation through the planned
series of actions outlined above.
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